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International cooperation in cybercrime counteraction

Abstract: The post-industrial society is now transforming into the
informational one, which, on the one hand, simplifies social relations and, on the
other hand, increases the risk of violating the confidentiality of contracts. The
changes in the structure and volume of transmitted information require that a
rigorous procedure of safe transmission of information should be maintained by
both the subjects of social relations, which have a personal interest in ensuring the
maximum possible level of security for the transmitted data and the state as a
whole as a guarantor of social relations’ legal stability. It is evident that national
security greatly depends of ensuring information security, and that technological
progress increases this dependence. Information, acting as economic and social
guarantee of stable existence and development of the society and the state, is an
object of close attention and influence from the state. The introduction of full-scale
electronic documentation processing and the creation of inter-operational
information resources made information rather vulnerable to external influence.
The legal basis of information protection in international law includes the
following components: basic privacy principles; the procedure of trans-border
transmission of confidential information; protection of confidential information;
status of international bodies working on developing a unified legal policy in the
sphere of privacy and its implementation. Using the generalized analysis of both
the international and the national legal bases, the existing views on this issues and
the authors’ considerations, the paper presents a conceptually innovative approach

to international cooperation in the sphere of counteracting cybercrimes, which
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presupposes a greater coordination of the actions of all states in at least two
directions: the enhancement of the legal background of counteraction and the
implementation of the devised norms into the national legislation, the improvement
of the organizational basis of information exchange.

Keywords: Information protection; Internet; information; cybercrime;

cyberspace; international cooperation.

Kaxmoe rocynapcTBo TMOCTOSIHHO OallaHCUPYEeT MEXIy MNPUHIUIIAMU
coOntoieHnss mpaB W CcBOOOJA 4YEJNOBEKAa U TpaxJaHUHA, HWHTErpauuend B
MEXKIyHApPOIHOE COOOIIECTBO, HEOOXOAMMOCTHIO OOECIeUeHNs YKOHOMUYECKOTO
pocTa U HAIMOHAJILHOW O€30MacCHOCTH, B TOM YHCIE MOCPEACTBOM OrPAHHYCHUS
IpaB ¥ CBOOO/T YEJIOBEKA U TpaKIaHWHA, YCTAHOBIICHUS aIMUHUCTPATUBHBIX (OpM
OTpaHUYCHMS MPEAIPUHUMATEIBCKON JIEATeIbHOCTH, 3allUThl COOCTBEHHBIX
WHTEPECOB Ha MEXIYHApOJHON apeHe. BhIOOp OCYIIECTBISET W HaceJIeHUe, u
OpraHsl IMyOJWYHOW BIIACTH, OJTHAKO B psae chep HUKAKWE BHYTPEHHUE TIPHYUHBI
HE JIOJDKHBI TIEPEBEIIMBATH HEOOXOAMMOCTh MEXIIYHAPOJHOTO COTPYJAHHYECTBA B
OoprOe C TIPECTYINICHUSIMH, KOTOPOE JOHKHO CTPOUTBHCS Ha TPUHITUATIAX
OTKPBITOCTH, B3aMMOIIOMOIIM, AaKTUBHOCTH B pa3pabOTKe HOBBIX (QopM
B3aumojeicTBus. Kak mpencraBisercs, MEXKIyHApOAHOE COTPYIHUYECTBO B
O0opb0e ¢ KUOEPIPECTYMHOCTHI0 HEOOXOAUMO OCYIIECTBIISATh HA OCHOBE y4acTHSs
BCEX CTpaH, YTO TPEIOINpeesieTcss KaKk CBOHMCTBOM caMoil uH(opMamuu B
KauecTBe OOBEKTa TOCATATENhCTBA, TAaK W  XapaKTepOM  COBEPIIAEMBIX
npectymieHud. Kak 3amMeTwn MeXAyHapOJHBIH OKCHEPT 10 TapMOHH3AIUU
3aKoHOJaTenbCcTBa B cdepe kubeprpectynmuoctu I[lrtaitn [poasbepr (Stein
Schjolberg), «xubepnpocTpaHcTBO, Kak MsTOE 0OOIIee MTPOCTPAaHCTBO, IOCHE
HA3eMHOT0, MOPCKOTO, BO3YIIHOTO W KOCMHYECKOTO, TpeOyeT KOOpIWHAIIUH,
COTPYAHHUYECTBA W OCOOBIX MPABOBBIX MEP HAa MEXKAyHApOIHOM YypoBHe» [1].
JleficTBUTETHLHO, B COBPEMEHHOM MHPE BCE CEPhI JKU3HEACITCIIbHOCTH HAXOIATCS
B TIPSIMOM 3aBUCUMOCTH OT PaOOTHI BBIYUCIUTENBHBIX U MHGOPMAIIMOHHBIX CETEH.

BmecTe ¢ TeM «IIMpOKOE HCIMOIb30BaHUE A 00pabOTKM MHGOpPMALIMKU CPEACTB
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BBIYHCIIUTEIILHON TEXHUKA C MPOTPAaMMHBIM OOECTICUCHHEM, TO3BOJISIONTUM
CPaBHUTEJIBHO JIETKO MOJIU(UIIMPOBATH, KOIUPOBATh U pa3pyllaTh WHOOPMALIUION
[2, c. 4] mOBBIIAET YSI3BUMOCTh MH(GOPMAITMOHHOTO MpocTpaHcTBa. [losb3oBaTenu
UH(POPMAIIMOHHBIX CHUCTEM «0e€3 [OCTaTOYHBIX K TOMY OCHOBaHHH BepAT B
OTCYTCTBUE KHOepaTak, UCTOIb3ysl HHPOPMAIIMOHHOE MPOCTPAHCTBO C HE3HAHUEM
OrpaHUYCHHUI K yrpo3 0e30macHOCTH CUCTEMBI» [3, ¢. 193].

B coBpemennom mmupe mHGOpMAIMS BBICTYHACT BAKHEHIIIMM KOMITOHEHTOM
pa3BuTHs ob1ecTBa. [IpeBpailienre mMOCTUHYCTPUATIBLHOTO 001IeCTBa B 00IIIECTBO
MH()OPMAIIMOHHOE O3Ha4aeT, 4To uH(popManus MNpuoOpeTaeT II0OaIbHBIN
XapaKTep, CTAHOBUTCS 3HAYMMOM KakK JIJIsl YEJIOBEKA JIMYHO, TaK JIJIs TOCyAapCTBa U
oOIIeCTBa B IIEJIOM, KaX/Iblii MOKET UCKaTh, MOJy4aTh, MEpeaBaTh, MIPOU3BOIUTH
U pacupoCcTpaHsATh MH(POpPMALUIO JIFOOBIM 3aKOHHBIM CIOCOOOM, HE CYIIECTBYET
IpaHuUIl IJis1 €€ TIoToKa. B HacTosumit MOMEHT uH(OpMalsa IPU3HAETCS OJTHOU U3
BaXHEHIIIMX IEHHOCTEH, COOTBETCTBEHHO, €€ 3allUTa MPEACTaBISAET COOOM HE
MEHEE BAKHYIO JI€ATEIbHOCTh, YEM €€ MOJYYEHUE U Nepenaya, cleI0BaTeIbHo, B
«aurutanusupoBanHoM oOmiectBe Hadana XXI B. Cdepa nposBiIcHUS pHCKa
MeHsercs» [4, c. 46]. Hampumep, «peBONIOLIMOHHBIE COOBITHS TaK Ha3bIBa€MOU
ApaOckoii BECHbl B MUPOBOM 3KCIEPTHOM, MEAMMHOM U MOJUTHUECKOM JTUCKYpCe
OKa3aJIMCh HEPA3PhIBHO CBSA3aHBI C POJIbI0 MH(POPMAITMOHHO-KOMMYHHKAIIMOHHBIX
TEXHOJIOTUH. ...becnpelieneHTHas CKOPOCTh pacpocTpaHeHuss UHPOpMAIUU Yepes
VUHTEpPHET (B OCHOBHOM Y€pe3 COLMAIbHBIE CETH) ChI'pajla MPOTUB PEKUMOB,
CTPEMHBIIMXCA CKpPBITh CBOM PENPECCHBHBIE aAKIMU OT MEXIyHapOIHOTO
coobmiectBa W HE  BIAJACBIIMX  aJ€KBATHBIMM  HaBbIKAMU  BEJICHMUS
uHpOopMaoHHOK O0pwObIy [5, c¢. 129]. B Hactosmiee BpeMs TCHICHIIMU
riiodaiu3anuu yCUIUBAIOTCS, NMPUYEM BCE OYEBUAHEE T€ MPOOJEMBI, K KOTOPHIM
OHAa TPUBOIUT. B 3THX yCIOBHSIX aKTyaJIM3UPYETCS BOMPOC 00 y4acTHH BCEX
MapTHEPOB CHUCTEMbI MHPOBOTO TIPABOMOpPSiAKa B OOpbO€ C HETaTUBHBIMU
MPOSIBIICHUSIMU, BBI3BAHHBIMU TJ100aJTU3aLMOHHBIMU TPOLIECCAMH, B TOM YHCIIE

TpaHCHAIMOHAIBHON KHOEPIPECTYITHOCTHIO.



OdveHb BaKHO TOHUMATh TJIOOATBHOCTH MPOOJIEeMbI KHOEepIpecTymTHOCTH. Taxk,
yXKe ceifuac kubepaTaky mapaiu3yioT paboTy He TOJBKO YaCTHBIX CTPYKTYp, HO U
rOCyJapCTBEHHBIX OPraHoOB, B MUPE HE CYIECTBYET roCyJapcTBa, KOTOpoe ObLIO
OBl 3alMINEHO OT MOJOOHOTO pojaa aTak. B kadecTBe BEpOSITHBIX MCTOYHUKOB
KHOepyrpo3 paccMaTpUBAIOTCS HE TOJIBKO XaKepbl WM MX TPYIIIbI, HO TaKXe
OTJIeJIbHBIE TOCYIAPCTBA, TEPPOPUCTUUYECKUE, TPECTYITHBIE TPYTIITUPOBKHU.

[Tpu BeIpaOOTKE CPENCTB I METOJOB OOPHOBI C KMOEPITPECTYITHOCTHIO CIICTYET
MOMHUTH O JIATEHTHOCTH JAHHOTO BHAA IpecTyruieHui. [lo oneHkam skcnepTos,
JATEHTHOCTh «KOMITbIOTEpHBIX mpectymennin» B CIHA nmocturaer 80 %, B
Bemukoopurtanuun — 85 %, B ®PI" — 75 %, B Poccun — Gomee 90 % [6, c. 15].
[To gaHHBIM MEXIYHApOJHOU CIIyKOBI IO OOECIIEUEHNI0 OE30MaCHOCTH B 00JIaCTH
kuOepyrpo3 Symantec Security, «KaXIyl0 CEKyHAy B MHpE MOJBEpPraroTcs
kubeparake 12 yenoBeK, a €XEroJgHO B MHUpPE COBEpIIAETCA OKOJO 556 MuIH.
KUOEepIpecTyIUIeHU, yimepd OT KOTophIX cocraBisier Oosiee 100 mupa o
CIIIA» [4, c. 46].

KubepnpecTynmHOCTh MOXKET HapylllaTh MHTEPEChl KaK TrOCylapcTBa, Tak U
OTIEIBHOTO  4YeJoBeKa.  beccnmopHo,  OCOOCHHOCTH  (PYHKIMOHUPOBAHMS
UH(OPMAITMOHHBIX CHUCTEM, MPEeXe Bcero cetu MHTEpHET, «TpedyroT, 4ToOhl Ha
pelieHre BOMPOCOB KubOepOe30macHOCTH OBLIHM 0OpalleHbl COBMECTHBIC YCHIIUS
Pa3JIMUHBIX CYOBEKTOB, KaK rOCYyAapCTBEHHBIX, TaK U YaCTHBIX» [7, p. 81], oqHako
UMEHHO TOCYJapCTBO MOXKET M JOJDKHO, a TIJIaBHOE, TOJIBKO OHO CIHOCOOHO
3 PEKTUBHO OCYIIECTBIATH MOJHOMACIITAOHOE MPOTUBOACHCTBUE COBEPIICHUIO
KHOEpIpeCTyIJIEHUH, CO3/1aBaTh YCIOBUS JIsl TOTO, YTOOBI T€, KTO B HauOOJIbILIEH
Mepe TMOJBEpPXKEH HaMaJeHUI0 KUOepHpecTymHUKOB (Hampumep, OaHKw,
dbu3nyeckue JMIA), MOINIM BBICTpauBaTh 0oJiee  HAACKHYIO  CUCTEMY
UH(OPMAITMOHHON 3aIUTHI.

B mupe ectb npuMepsl 10CTaTOYHO 3(H(PEKTUBHBIX CUCTEM NMPOTUBOACHCTBUS
COBEPILIEHUIO KHOeprpecTymieHnid. B HacTosiee BpeMs BeayllMe CTpaHbl MHUpa
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MO/Ipa3ieNieHusi, KOTOpPbIE JOJKHBI OOECIEYMBATh PA3BUTHE HACTYIMATEIbHBIX
BO3MOYKHOCTEH B KHOEPTIPOCTPAHCTRE.

Hampumep, B CIHIA Hapsgy c¢ yxe ¢yHkunoHupywomum LleHTpom
HarmoHanbHOU KuOepOe3zonacHocT (National Cyber Security Center) B cocTaBe
Boopyxenubix  cun  chopmupoBaHo  OObeIUHEHHOE  KUOEpHETUYECKOE
koMmangoBanue (Unified U.S. Cyber Command), kotopoe B rio0ainsHOM MaciiTade
JIOJDKHO KOOPJIMHUPOBATH YCWIIMS BCeX CTPYKTyp lleHTaroHa B Xojzie BeJEHUS
00€eBbIX JEHUCTBUM, OKa3bIBaTh COOTBETCTBYIOUIYIO MOJACPKKY TIpPakIaHCKUM
dbenepanbHbIM YUPEKICHUAM, a TaKK€ B3aUMOJICHCTBOBATh C AHAJOTMYHBIMU 10
3a7a4yaM BEIOMCTBAMHU Jpyrux cTtpaH [8, c. 26]. Bmecre ¢ TeM yka3aHHbBIE
OpraHu3allid — OTYACTU MOJAKOHTPOJIBHBIE BEJIOMCTBA, MOCKOJBKY «BEPXOBHOM
KOHTPOJIMPYIOIIEH CTPpYyKTypou sBisieTcs: CoOBET HAIMOHAIBHON 0€30IacHOCTH CO
CHEeIUaIbHBIMU KOMHUTETaMH, B c(epy OTBETCTBEHHOCTH KOTOPBIX BXOJUT
peanuzanusa uHGOPMAITMOHHOU cTpaterum» [9, c. 36], B ToM uucie no 6opnrde u ¢
KHOepIpecTynHOCThI0. B BenukoOputranuu peanu3yroTcss OpOorpaMmbl 110
CO3JIaHUI0  KHOEpOpYyXHs, KOTOpble obecrmedaT  CHOCOOHOCTh  BjacTei
IPOTUBOCTOSITh PACTYIIMM yrpo3am u3 Kubeprpoctpanctsa [10, c. 70]. B
ABCTpanuu co3faHa Tpylna KOOpPAMHAIMM O€30MacHOCTH DJIEKTPOHHOM MOYTHI
(ESCG). «OcHoBHO# 3amaveli 3TOH TPYIIIBI SBISETCS CO3JAaHHE OE30MAacCHOIro M
HAJIe)KHOTO 3JIEKTPOHHOIO OMEPAaTUBHOIO MPOCTPAHCTBA KAK JJIsi OOLIECTBEHHOTO,
TaK W JIJIs1 4aCTHOTO ceKTopoB» [11, c. 84].

JlesTenbHOCTh MO MTPOTUBOJAEHCTBUIO COBEPILICHUIO KHUOEPIPECTYIUICHHUMA
OCYUIECTBJISIIOT HE TOJIbKO OTAENIbHBIE TOCYapCTBa, HO U MX OJIOKH, B YaCTHOCTH
HATO. Tak, BaXHOCTh JaHHOW TPOOJEMBI HAXOAUT OTPAXKEHHE BO BCEX
PYKOBOJSIIMX JOKYMEHTax OJIOKa, TPHHATBIX B TOCIHEAHUE ToAbl. B
ctparerndyeckyro koHuenuuio HATO BroepBble BKIIOYEHO IMOJOXKEHUE O
KHOEpPIPOCTPaHCTBE KaK HOBOM c(hepe BOEHHOI JesITeIbHOCTH anbsiHca [12, ¢. 13].

NubiMu  cmoBaMu, B OOpb0Oe ¢ TpaHCTPAaHWYHBIMH TPECTYIUICHUSMH, K
KOTOPBIM MOYKHO OTHECTH W 3HAYUTEIBbHYIO YacTh KHOEpIpEeCTYIIEHUH, ocolas

pOJIb OTBEJIEHA TOCYAAPCTBaM, U TOJIBKO MPU XOPOIIO CKOOPIUHUPOBAHHOM padoTe
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MPABOOXPAHUTENBHBIX OPraHOB PA3JIMUHBIX CTPAH BO3MOXKHO CHU3HUTH KOJIUYECTBO
COBEpIIIaeMbIX [TPAaBOHAPYILICHUI B paccMaTpuBaeMoil cdepe.

MexayHapoIHOE  COTPYIHHYECTBO  OCYIIECTBISIETCS 1O  HECKOJIBKUM
HaIpaBJICHUSIM U TPEANoJiaraeT Mpexae BCEro CO3JAaHUE HOPMATUBHBIX aKTOB U
BBIPAOOTKY OOIIMX PEKOMEHJAlMW, a Takxke BHelIpeHue 3(P(EeKTUBHBIX MOeNen
OpPraHM3allMOHHOTIO B3aMMOJIECHCTBUS MEXIy rocynapcrBamu. [Ipu sTtom cienyer
YUYUTHIBATh, YTO TPAJUIIMOHHBIE MEXAaHU3Mbl MEXIYHAPOAHOTO COTPYIHUYECTBA,
BKJIIOYAsl 3alpoChl, B3aUMONOMOII, U JApPyrHWe MOJAOOHBIE HWHCTPYMEHTHI,
npuMmensaBrecss B XIX B. W paHee, SBISIIOTCA HENOAXOIAIIMMH B 3Py, KOTAa
MPECTYIJIEHUSI MOTYT COBEPIIATHCS U3 JIFOOOM TOUYKU 3€MHOTO I1apa CO CKOPOCTHIO
ceeta [13, p. 60].

[IpaBoBOE peryinpoBaHue BOIMPOCOB OOpbOBI € KHOEPIPECTYIICHUSIMU
MpeACTaBIIeT cO00M 0a3uc Bcel CUCTEMbI TPOTUBOIECHCTBUS KHOSPIIPECTYITHOCTH.
CnoXHOCTh BBIPAOOTKH MEXIYHAPOJHBIX aKTOB B IIEJIOM B paccMaTpUBaEMOM
CUTyalldd OCJIOXKHSIETCA €IIe M TEeM, YTO «CYIIECTBYIOIIME 3aKOHBI TPYIHO
NPUMEHSTh, KOTJa pPe4Yb HJAET O HE MNOAJAIONIMXCS JIOKadu3aluul aTakax B
MJIaHEeTApHBIX MaciiTabax, JOKa3aTeIbCTBA KOTOPHIX pa3OpOCaHbl U BUPTYaJIbHBD)
[14, c. 144].

MexayHaponHoe cOOOIIECTBO Ha Pa3IMYHBIX YPOBHSAX BbIpabOTaiIo psin
aKTOB, UMEIOIINX 3HaYEHUE 1J11 OOPHOBI C KUOEPIPECTYMHOCTHIO, TPUYEM 0COOYIO
pOJIb UTPAIOT PETUOHAJBHBIE aKThl, MOCKOJBKY OOIIEMUPOBONM JOKYMEHT B
HACTOSIEEe BpeMsl CO3/1aTh 3aTPYIHUTEIbHO. BMecTe ¢ TeM Helb3s HE OTMETUTH
MOMNBITKA TOCYAAPCTB PACHpPOCTPAHUTh HOPMBI TJ00ATBHBIX MEXIYHAPOIHBIX
JIOTOBOPOB Ha OOPHOY ¢ KUOEPIPECTYIMTHOCTHIO UITM 3aKJIFOYUTHh HOBBIE JIOTOBOPHI.
Hanpumep, Tak kak B KMOEPIPOCTPAHCTBE HAPSIAY C OTIACIBHBIMU JIUIIAMU MOTYT
JIECTBOBATh U OPTraHW30BAHHBIEC MIPECTYMHBIE TPYMIIbI, CYIIECTBYET BO3MOKHOCTD
MPUMEHEHUSI K HUM MEXIYHApOJHBIX JOTOBOPOB, HANPAaBJICHHBIX HA OOpPHOY C
OpPraHU30BaHHOW MpecTynHOoCThl0, B 4YacTHOcTH KonBennmuu OOH npoTtus

TpaHCHAIMOHAIBHOW OPTraHU30BAHHOMN MPEeCcTYMHOCTH OT 15 Hos0pst 2000 T.



Kpome Ttoro, paspaborana xonmenius Konseniiuun OOH 06 oGecneueHun
MEXTyHAPOJHON MH(GOPMAIIMOHHON Ge30MacHOCTH , KOTOpasi OblIa MPEACTABICHA
MEXIyHApOJHOMY cooOmiecTBy B Hos0pe 2011 r. Ha koH]epeHIMU M0
kuOepnpocTpancTBy B JIoHZOHE W BKIIOYaeT TmpeamOyny, 23  cTaThbw,
OOBbEMHEHHBIE B OCHOBHYIO 4YacCTh, U 3aKIIOYUTENbHBIC MOJOXKeHUs. OCHOBHas
4acTh JIOKYMEHTa COCTOMT W3 IIATH TJIaB, COJEPKAHHE KOTOPBIX HAXOJIUTCS B
SIUHON KOMITO3UIIMOHHOM meaocTHOoCTH. HemamoBaxkHo, 4uro B ¢T. 4 KonBeHIIMHU
3aKpeIIeHbl OCHOBHBIE YIPO3bl MEXKIYHApOAHOMY MHPY U O€30MacCHOCTH B
MH(POPMAIITMOHHOM TPOCTPAHCTBE, M3 KOTOpPhIX BbiAenaeHO 11 0a3oBbix u 4
nonoJHUTENbHBIX. Cpeau  0a30BbIX  Ha3BaHbl, HAIMpPUMEp, MCIOJb30BAHUE
WH()OPMAITMOHHBIX TEXHOJIOTMM M CPEACTB JUIsl OCYIIECTBICHUS BpaKIeOHBIX
JICVCTBUI M aKTOB arpecCvu; LIEJICHANPABICHHOE ECTPYKTUBHOE BO3JACHCTBUE B
WH(OPMAITMOHHOM TPOCTPAHCTBE HA KPUTHUYECKU BAKHBIE CTPYKTYpBI JPYTOro
rocyJapcTBa; TPAHCTPAHUYHOE pacIpocTpaHeHue HH(POpPMAILIUU, IPOTUBOPEUaIeh
NPUHIKUIIAM U HOpMaM MEXIYHapOAHOTO TMpaBa, a TakKe HaIMOHAJIbHBIM
3aKOHOAATENbCTBAM TocyAapcTB. OMNsATh k€ B JOKYMEHTE HE YKa3aHbl TaKWe
peanbHble  YIpO3bl  MEXKIYHAapOJHOW  O€30MacHOCTH, KaK  COBEpILICHUE
KHOEPIPECTYIJICHUH, pacnpoCTpaHEHUE HAPKOTUYECKUX U TMCUXOTPOMHBIX
CPEIICTB, X aHAJIOTOB, a TAKXKE MOPHOTpa(H, B TOM YUCIIE U JETCKOH.

[Tomumo sToro, KOoHUenus KOHBEHIHH COIEPKUT CT. S5, MOCBALICHHYIO
OCHOBHBIM  TPUHIIMIIAM OOECHEYeHUs] MEXIYHApOJAHOW HUHPOPMAIMOHHOM
0e30macHOCTU. AHAIU3 MPEACTABICHHBIX MPUHIIUIIOB MO3BOJISIET CIENIaTh BHIBOL O
TOM, 4YTO HX MOXHO pa3AeiUTh Ha YEThIpE TPYIIbl: MPUHIMUIBI Yy4aCTHUs
rocyJlapcTBa B CHUCTEME MEXKIyHApOJAHOW WHOOPMAITMOHHOW OE30MacHOCTH Kak
YyjieHa MEXIYHApOIHOTO COOOIIECTBA; MPUHIIUIBI, MO3BOJISIIONINE TOCYIapPCTBY
COXPaHUTh CBOW CYBEPEHHUTET B MPOIECCE MEXKAYHAPOIHOTO COTPYAHUYECTBA B
O0oprbe C KHOEpHpecTymHOCTHhIO; MPHUHIUIBI  OOECIeYeHus:  CBOOOHOTO

WH(OPMAITMOHHOTO OOMEHa MEXay cTpaHamu. YerBeprasi rpymna MNPUHIUIIOB

! KoHBeHIus 06 06eCIICUCHNN MEXIyHAPOIHOH HHPOPMAIMOHHOI GesomacHoctH (kowrers). URL :
http://www.scrf.gov.ru/documents/6/112.html.
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YCTaHABJIMBACT XapaKTep B3aUMOCHCTBUS TOCYAapCTBa W YaCTHBIX CyOBEKTOB B
paccMaTpUBaeMbIX OTHOIICHUSIX. Bwmecte ¢ TeM oOmATh K€ NPUXOIUTCA
KOHCTaTUPOBaTh, 4YTO B KOHUENIMUM KOHBEHIMU [OETAIBHO HE MPOINUCAHBI
MPUHITUIIBEI MEKTyHAPOIHOTO COTPYIHUYECTBA B OOphOE ¢ KHOEPIPECTYIUICHUSIMH,
KpOME HAMpaBJIECHHOTO MTPOTUB JEHCTBUI TEPPOPUCTUUECKOTO XAPAKTEPA.

[103UTUBHBIM ClEAYyET NPU3HATh BKIOUYEHUE B KOHUENIMO KoHBeHIMH Tl 5
«MexayHapoaHOE COTPYIHHUYECTBO B chepe MEeKTyHApOAHOW WH(OOPMAITMOHHON
0e30MacHOCTH»,  OJHAKO  MEpbl  MEXIYHapOJHOTO  COTPYJHUYECTBA B
paccMatpuBaeMod  cepe  TPEACTABISAIOTCS  SABHO  HEJOCTATOUYHBIMHM IS
3 PeKTUBHOTO (PYHKIMOHUPOBAHUSI CUCTEMBI MEXIYHAPOJHOU SKOHOMHUYECKOU
0€30MacHOCTH, TIOCKOJIbKY TMPEIoJaraloT JHIlb «OOMEH HaIlMOHAJIBHBIMU
KOHIICNIUAMHU OOecTieueHus: 0€30MacHOCTH B HMH(POPMAIMOHHOM MPOCTPAHCTBE,
ONEepaTUBHBIA O0OMEH HH(OpMaIMed O KPUBUCHBIX COOBITHUSX W yIrpo3ax B
WH()OPMAITMOHHOM TMPOCTPAHCTBE W MPUHUMAEMBIX MeEpax B OTHOIICHUH WX
YPETyJIUPOBaHUS U HEUTpAIU3aLUNY, KKOHCYJIBTAIIUU 110 BOIIPOCAM JEATEIbHOCTH
B HUH(OPMAIIMOHHOM TMPOCTPAHCTBE, KOTOpas MOXET BBI3BIBATH 03a00YEHHOCTH
rocyJ1lapCTB-y4aCTHUKOB, W COTPYJHUYECTBO B OTHOIICHUH YpEryJIUPOBAHUS
KOH(DJIMKTHBIX CUTYyaIluii BOGHHOTO XapakTtepa». Bmecte ¢ Tem ganHbie GOpMBbI HE
YYUTHIBAIOT HEOOXOJIUMOCTh YAOBIETBOPEHHUS TOTPEOHOCTH B OIEPATUBHOM
B3aMMO/ICHCTBUU MTPABOOXPAHUTEIHHBIX OPTAHOB MO MIUPOKOMY KPYTY BOIIPOCOB.

Takum obpazom, nonoxerus: konuenmnuu Kouseniuun OOH 06 obecrnieueHnmn
MEXIYHApOAHOM  MH(POPMALMOHHOM  O€30MaCHOCTM  HOCAT  JIOCTaTOYHO
KOMIIPOMHUCCHBIM ~ XapakTep W  OpPUCHTHPOBAaHBI, TMpEeXJe  BCEro, Ha
npeaynpexieHne nHHOPMaIMOHHBIX BOIH, TEPPOPU3MA.

Henb3st HE OTMETHUTH, YTO OOJBIIYIO YaCTh CICIUATU3UPOBAHHBIX AKTOB IO
O0oprOe C KHOEpPHPEeCTYIJICHUSIMA COCTaBISIOT akThl EBpomeiickoro corosa,
KOTOpBIN 00JamaeT OMHOW W3 Hamboliee Pa3BUTHIX B MHUPE CHUCTEM OOecreueHUs
uH(popmanmoHHoi Oe3zonacHocTH. Tak, B okTa0pe 1999 r. B xone Tammepckoro
coBemanusd  EBpomeiickoro coBeta WM ObUIO  TNPUHATO  pelIeHHe O

HCJ’I@COO6pa?>HOCTI/I BKIIFOUYCHUA HpCCTyHHeHI/Iﬁ B 00JaCTH BBICOKHX TEXHOJIOTHI
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(high-tech crime) B umcio mpecTyIUIeHUH, M0 KOTOPHIM HE0OXOrMMa BBIpaOOTKa
0O0IIIero eBpOIeHCKOro MoAX0/1a B YaCTH KPUMHHAIM3AIUN U CaHKIUH [15, c. 267,
16, c¢. 323]. B 2001 r. EBpomeiickasi KOMHUCCHS TpEACTaBUIa CIEIUAIbHOE
coobmenne «Co3manne 0e301MacHOro WH()HOPMAITMOHHOTO OOIIECTBAa MOCPEACTBOM
MOBBIIICHUS 3AIUIIEHHOCTH WH(OPMAIMOHHOW WHEOPACTPYKTYphl U OOpbOBI C
MPECTYIUICHHSIMU C HCIIOIb30BAHHEM KOMITBIOTEPHBIX CPEICTB», B KOTOPOM
COJIEP)KAIMCh TMPEJJIOKEHHUS MPABOBOTO M OPraHU3al[MOHHOIO XapakTepa I10
0opbOe ¢ kubepnpecTynmHocThiO B EBporielickoM corose.

Kak nns EBpomeiickoro coro3a, Tak M JJisi BCErO MHPOBOTO COOOIIECTBA
NPUHIMINATBHOE 3HAuYeHHe uMeeT KOHBEHIMS O KHOEPIPECTYIHOCTH',
periaMeHTHpyoIas riao0aibHble Mepbl 0OpbOBI C KHOEPIIPECTYTHOCTHIO, KOTOPast
obuia mpunsita Coetom EBpombr B 2001 r. Poccus He mnpucoenuMHUIach K
ykazaHHOM KOHBEHIIMM, TMOCKOJIbKY TMOJOXEeHHs CcT. 32b mpoTuBopedar
POCCHIICKOMY 3aKOHOJATEIbCTBY U HApyLIalOT CYBEPEHUTET IOCY1apCTBa, TAK KaK
IPETyCMOTPEHHbIE B HEW JNEHCTBUS MOTYT COBEpIIAThCS O€3 MpeaBapHUTEIbHOIO
YBEJOMIIEHHSI U COIJIaCHs CTOPOHBI, Ha TEPPUTOPUU KOTOPOM ATH IEUCTBUSA
coBepmiarorcs. Kpome toro, «B8 YK P O0TCYyTCTBYIOT HOPMBI, YCTaHABIMBAIOLINE
YrOJIOBHYIO OTBETCTBEHHOCTb IOPUIMYECKUX JIMI[ 3a MpPECTyIUIeHUs B cdepe
KOMITbIOTepHOU nHbopmaru» [17, c. 27].

B npeambyne k KoHBeHLMM rocyaapcTBa-y4aCTHUKUA OOO3HAYWIM LENb €€
OPUHATHA: BbIPAOOTKAa B MPUOPUTETHOM MOpsAAKE OOLIeH MONMUTUKH B cdepe
YrOJOBHOTO  MpaBa, OpPUEHTUPOBAHHOM  Ha  3amMTy  OOmIecTBa  OT
KHOEpPIPECTYITHOCTH, B TOM YHCIE IMOCPEACTBOM MPUHSTHUS COOTBETCTBYIOIIMX
3aKOHOJATEIBHBIX AaKTOB M YKPEIUIEHHS MEXIYHAapOJIHOTO COTPYAHUYECTBA;

CACpKMBAHME  JEHUCTBUN, HANpPaBICHHBIX MPOTUB  KOH(PHUACHIMAIBHOCTH,

2 Communication from the Commission to the Council, the European Parliament, the Economic and
Social Committee and the Committee of the Regions «Creating a Safer Information Society by Improving
the Security of Information Infrastructures and Combating Computer-related Crimey». Brussels,
26.1.2001. COM (2000) 890fi nal. URL: http://europa.eu.int/ISPO/eif/Internet PoliciesSite/ Crime/
CrimeCommEN.html.

EBpomneiickas KonBeHnms 1o KuOepnpecTyIUleHHsSM (IPECTYINICHHSAM B KHOEpIpPOCTPaHCTBE):
3akmodena B bymamemre 23 mos6. 2001 r. URL: http://conventions.coe.int/Treaty/RUS/ Treaties/
Html/185.htm.
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IIEJIOCTHOCTH U JOCTYMHOCTH KOMITBIOTEPHBIX CUCTEM M CETeH M KOMIThIOTEPHOU
uHbOpMaIlK, a TaKKe MPOTHB 3JIOYMOTPEOJICHUSI TAKUMH CUCTEMaMH, CETSIMH U
uHpopmaluei, myreM oOecleueHus: YrojJOBHOM HAKa3yeMOCTH TaKUX JNESHUN U
MPEIOCTABIICHUSI TOJIHOMOYMH, HOCTaTO4HbIX JJs 3S(pdekTuBHOW OOpHOBI ¢
JAHHBIMU YTOJIOBHBIMU TPECTYIUICHUSIMU, TYT€M COJCHCTBUS BBISBICHUIO H
paccieIoBaHUIO TaKUX YTOJIOBHBIX MPECTYIUICHUH U CylIeOHOMY MpecieI0BaHUIO
3a UX COBEpIICHHE KaK Ha BHYTPUTOCYJAapPCTBEHHOM, TaK U Ha MEXIYHapOIHOM
YpPOBHE M NyTeM pa3paOOTKU JTOTOBOPEHHOCTEM OTHOCUTEIBHO OINEPATUBHOIO U
HA/IC)KHOTO MEKIYHAPOJHOTO COTPYIHNYECTBA.

KonBeHust 0 KUOEPIPECTYMHOCTH MPEIoaracT oCyleCTBICHUE NeHCTBUI
HAa YypOBHE TOCYJapCTB-yYaCTHMKOB M Ha MEXIyHapoJHoM ypoBHe. Ha
HAI[MOHAJFHOM YypPOBHE MBICIHUTCS pPa3BUTHE, TPEXKAEC BCEro, MaTepUaIbHOTO
YrOJOBHOTO TMpaBa: pa3paboTka B HAIMOHAJIBHBIX YTOJIOBHBIX  KOJEKCaX
MOJIOKEHUN O TPECTYIUICHUSX MPOTHUB KOH(PHUICHIIMAIBHOCTH, IEIOCTHOCTH U
JOCTYITHOCTH KOMIBIOTEPHBIX CHCTEM, CeTed M WH(OpMAIMU, O MPECTYIUICHUX,
CBSI3aHHBIX C MCIOJIb30BAaHUEM KOMIIBIOTEPHBIX CPEJICTB, C COJEP)KAaHUEM JaHHBIX,
C HapylleHHMEeM aBTOPCKOTO TMpaBa M CMEXHBIX TIpaB; OMpeesieHne
JOTIOJTHUTENIBHBIX BUJIOB OTBETCTBEHHOCTHM W CAaHKIUK (BKJIIOUEHHUE B COCTaB
MPECTYIJICHUN TaKuX BUJIOB, KaK TMOKYIIEHWE Ha COBEPIICHUE MPECTYIUICHHUS,
COydJacTve B HEM WJIH MOACTPEKATEIHCTBO K €T0 COBEPIICHUIO B pACCMaTPUBAEMOM
chepe); YCTaHOBIICHHE YTOJOBHOH OTBETCTBEHHOCTH HOPUAMYCCKHUX JIMI, YTO,
OJTHAKO, MPOTHUBOPEYUT KOHIICTIIIUSIM yTOJIOBHOW OTBETCTBEHHOCTH B PSJIC CTpaH,
Hanpumep B Poccurickon denepamnuu.

Tak, B KoHBeHmMM 0 KHOEPHPECTYMHOCTH  KHUOEPHPECTYIUICHUS
KJIaCCUPUIIMPYIOTCS  CIEAyIOIUM  00pa3oM: 1) mOpecTyIsieHHs  NPOTHUB
KOH(HICHIINATEHOCTH, TIEJIOCTHOCTH M JIOCTYITHOCTA KOMITHIOTEPHBIX JTAHHBIX U
cuctem (offences against the confi dentiality, integrity and availability of computer
data and systems): mpotuBo3akoHHbIi foctyn (illegal access); HenmpaBoMepHBIit
nepexsar (illegal interception); BosneiictBue Ha nanHbie (data interference);

BO3JICMICTBUE Ha  (PYHKIMOHMpOBaHME CHCTeMbl (system interference);
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IIPOTUBO3aKOHHOE  HCIIOJIb30BaHWe ycTpodcTB  (misuse of devices); 2)
MPABOHAPYIICHUS, CBSA3AaHHBIE C UCIOJIb30BAHUEM KOMIIBIOTEPHBIX CPEICTB
(computer-related offences): momIOr ¢  HUCHOJIB30BAaHUEM KOMIIBIOTEPHBIX
tTexHonoruii (computer-related forgery); MOIEHHHMYECTBO C WCIIOJB30BAaHUEM
KOMIIBIOTEPHBIX ~ TexHosjorui (computer-related fraud); 3) mnpecrymienus,
CBSI3aHHBIC C cojacpkaHueM maHHbIX (content-related offences) - npecrymienus,
CBsI3aHHBIC C jJeTckoi mopHorpadueit (offences related to child pornography); 4)
MpaBOHAPYIICHUS, CBI3aHHBIE C HAPYIIIEHUEM aBTOPCKOTO MpaBa U CMEKHBIX TPaB
(offences related to infringements of copyright and related rights).

JlononHuTtenbHbIN MPOTOKOJI K KOHBEHIIMU O KI/I6€pHpeCTyHHOCTI/I4 BKJIFOYAET
B YKa3aHHBIM NEpEUYeHb CIEAYIOIINE BUIbl MPECTYIUIEHUU: 1) pacmnpocTpaHeHue
PaCUCTCKUX U KCEHO(POOCKUX MaTEpPUaIOB MOCPEICTBOM KOMIIBIOTEPHBIX CHUCTEM
(dissemination of racist and xenophobic material through computer systems); 2)
MOTHBUpPOBaHHass yrposa pacu3ma Hu KceHodoOun (racist and xenophobic
motivated threat); 3) pacuctckoe u KCeHOPOOCKOE MOTUBHPOBAHHOE OCKOPOJICHUE
(racist and xenophobic motivated insult); 4) orpunanue, upe3BbIYaiHAS
MUHHUMU3AIMS, 0JJOOPEHHE UK OTNpaBAaHUe FeHOIUA WK MPECTYIUICHUN MPOTUB
yenoBeuecTBa (denial, gross minimisation, approval or justification of genocide or
crimes against humanity).

KoHBeHlMsT mpeanonaraer TakkKe U pPa3BUTHE YTrOJOBHO-IPOLECCYATbHOIO
3aKOHOJIaTEIhCTBA, HANPUMEP HEOOXOJAMMOCTh 3aKOHOAATEIILHOTO 3aKpeIICHUs
OTIEPATUBHOTO 00ECIIEUECHUS] COXPAHHOCTU HAKOIIJIEHHBIX KOMITBIOTEPHBIX JIAHHBIX,
MIPOIIEAYPHI IPOBEACHUS 0OBICKA U BHIEMKH XPaHUMBIX KOMITBIOTEPHBIX JIaHHBIX.

Ocoboe BHumanue B  KoHBeHIIMM  yAenseTcss  MEXKIyHAPOIHOMY
COTPYJHUYECTBY — JAHHOMY BOIpPOCY ToOcCBsmieHa TJ. 3. OOmUMU NpUHIMIAMU
MEXIYHAPOJHOTO COTPYIHWYECTBA HA3BaHbI: OOIIME TPUHIUIBI B3aUMHOUN

IIOMOIIIH, BO3MOXHOCTD TPAaHCTPAHUYIHOT'O A0CTYyIIa K XPpaHAIIUMCA

4 ﬂOHOJ’IHI/ITGHBHHﬁ IMPOTOKOJI K KOHBGHL{I/II/I J1(¢] KI/I6€pHpeCTy1'IHeHI/I$IM B OTHOHICHWU KpUMHUHAINU3AIUN
JIESTHUA PacCUCTCKOTO MW KCEHO(OOCKOTo XapakTepa, OCYIIECTBISIEMBIX IPU IMOMOIIHA KOMITHIOTEPHBIX
cucrem (moamwmcad B T. Ctpacoypr 28 sus. 2003 r.). URL : http://mvd.gov.by/main.aspx?guid=4593.
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KOMITBIOTEPHBIM JJAHHBIM C COOTBETCTBYIOIIETO COTJIACHS WM K OOIIETOCTYITHBIM
JAHHBIM, B3aWMHOW TIOMOINM B CBSI3U C OIICHKON XPaHSAIIUXCS JIJICKTPOHHBIX
JTAHHBIX, B3aMMHOM IMPaBOBOM MOMOIIM MO COOPY JAHHBIX O MOTOKaX B PEXKUME
peanbHOTO BPEMEHH; co3aanue cetu 24/7).

HecMoTpst Ha Hanuuue B paccMaTpuBaeMoi chepe Apyrux MexITyHapOIHBIX
akToB, «KOHBeHIMS SBISETCS €NMHCTBEHHBIM MPU3HAHHBIM MEXIyHAPOIHBIM
JIOTOBOPOM...  COAEPKUT  HOPMBl  MATE€pUAILHOTO U  MPOIECCYaTbHOTO
(mpoueAypHBI€) MpaBa B LENSAX MPOTHUBOACUCTBUS KUOEPIPECTYMHOCTH U 3AIIUTHI
CB0O0O/1bI, 0€301IaCHOCTH U TpaB uesioBeka B Mutepuete» [10, c. 66].

[Tonoxennss KoHBeHIIMM CO3/1aI0T OCHOBY JJIsI B3aUMOJCHCTBUS TOCYJapCTB,
OJIHaKO, KaKk oTMeuaeT Oonrapckuii uccienosareib P. 'eopruesa, «Konsenius He
rapaHTUpyeT O0e30MacHOCTh BUPTYaAJbHOTO MPOCTpaHCTBA. bojblioe 3HaueHUE
OyZeT UMeThb €€ KOOpJAMHAIMS C BHYTPEHHUM 3aKOHOJATEIIbCTBOM KaXKIOM
cTtpaub» [18, c. 17].

B pamkax EBpomeickoro corwsa  peanusyercs  pAd  Oporpamm,
CIIOCOOCTBYyIOIUX  OOpb0e ¢  KUOepHpecTyIUIeHHSIMU,  BbIpaOaTHIBAIOTCS
COBMECTHBIC TMO3UIMK M0 JaHHOMY Bompocy. B uactHoct, CTOKronbmckas
porpaMma peKOMeHIyeT MOJATOTOBUTH CTPATETHI0 BHYTPEHHEH 6€30MacHOCTH s
EC ¢ menpto ynydiieHus 3allydThl TpaxkIaH W s OOphOBI C OpraHU30BaHHOMN
MPECTYIMTHOCTHIO U TEPPOPUZMOM.

Ha peruonansHoM ypoBHe mnomMuMo KOHBEHIIMM O KHOEpPHPECTYITHOCTH
npuHATO Takke CoryamieHue O COTPYJHHYECTBE TOCYAApCTB - YYaCTHUKOB
ConpyxectBa HezaBucumbix ['ocynapcTB B 60opb0e C MpecTyruieHUsIMU B cdepe
kommnbioTepHol umHpopMaruu oT 1 wmroHs 2001 r. OcHOBHOM HJeed ITaHHBIX
JIOKYMEHTOB SIBJIIETCSI «OIpeeeHue eIuHO00pa3HbIX COCTABOB KOMITBIOTEPHBIX
MPECTYIICHUH, KOTOPBIE TOCYIapCTBA JOJKHBI BKIIOUUTh B CBOE HAIMOHAIBHOE
3aKOHOJIATEIBCTBO, a TaKXKe pa3paboTka Mep 0opbObI ¢ HUMU. PaccMaTtpuBaemblie
JIOTOBOPBI ~ BBITIOJTHSIIOT OYE€Hb BAXKHYIO pPOJIb. OHM YCTAHOBUJIM OCHOBBI
IOPUCIUKIIMA TOCYJapCTB 10 YTOJIOBHBIM jenaM B MHTepHeTe u mpaBuia

MCXKAYHapOJIHOI'O COTPYAHHYCCTBA, O6CCHC‘II/IB3IOH.II/I€ COTJIaCOBAaHHOCTB
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JENCTBUI rocyaapcTB B 00pb0e C KOMIBIOTEPHBIMH NpecTyruieHusiMu. HecMoTps
Ha OTJIEJbHBIE HEIOCTATKU JOTOBOPOB, B LIEJIOM OHHU IPEIYCMAaTPUBAIOT CHCTEMBI
B3aMMOCBSI3aHHBIX ~ MEXKIYHAPOAHBIX W  HAIIMOHANBHBIX Mep OOphOBI C
KOMITBIOTEPHBIMU MTpeCTyIieHusaMm» [19, c. 39].

BaxxHO OTMETHTB, YTO B3aUMOJIEUCTBHE TOCYIapCcTB B cdepe OoprObI ¢
KHOepIpecTyIyieHusIMU  TpeOyeT 0O0O0OIIeHHs] MPaBOBbIX HOPM  Pa3IMYHBIX
rocyJapcTB MpHU PErIAMEHTALMH JCHCTBUU CTOPOH B IMPOLIECCE HCIOJIb30BAHUS
cpenctB B 6oproOe ¢ kubepnpectymieHusMu. B wactHoctu, Llentpom mepenoBoro
onbiTa HATO B o00nacT KOMIBIOTEPHOW OE€30MAaCHOCTH BBIMYIIEH COOPHUK
pexoMeHgaui «TaIMHCKOE PYKOBOACTBO MO MPUMEHEHUIO MEXIYHAPOIHOTO
npaBa B KuOepBoiiHe». OCHOBHBIMHU 3aJayaMM IIPEIIOJIaratoTcsl «aJanTanus
CYILIECTBYIOIMX MPABOBBIX HOPM B OTHOLIEHWH BOOPY>KEHHBIX KOH(IJIMUKTOB IOA
creniupuKy Bpak1eOHON eATEIbBHOCTH B BUPTYaJIbHOM IpocTpaHcTBe» [12, ¢. 15]
U MONBITKA pa3paboTaTh Ne(UHUIUN OCHOBHBIX MOHATUH B c(epe KOMIIBIOTEPHOU
0€30MacHOCTH.

Bropoii  dopmoii  coTpyaHuYecTBa  rocygapcTB B OoprOe ¢
KHOEpIPECTYIJICHUSIMU SIBJISIETCS CO3/IaHUE CIIELUATM3UPOBAHHBIX OPTraHOB.

[Tockonpky uH(pOpMalMOHHAs 0€30MacHOCTh TOCYyJIapcTBa CBsi3aHAa C €ro
CYBEPEHUTETOM, TO CO3/IaHHUE€ €IWHOTO0 OpraHa, KOTOPbIH Obl KOOPIMHUPOBAI
B3aMMOJICUCTBUE  TroCyJapcTB 1o  Ooppbe ¢  KUOepHpecTyIIeHUSIMHU,
3aTpyIHUTEIIBHO, OJTHAaKO CO34ar0Tcs BCIIOMOTaTEJIbHBIE Oprassl,
PYKOBOJICTBYIOILIMECS] €IWHBIMU CTAHIAPTaMU JIESITEIbHOCTH, 0000IIAIIUMU
MPaKTUKY Pa3HbIX CTPaH MO Bompocam 00pbObI ¢ KUOEPHPECTYIIICHUSIMHU.

bonpmioe 3HaueHue BO B3aUMOJEWCTBMM TOCYHAapCTB - YYacCTHUKOB
EBpomneiickoro corw3a wuMeeT AeATeNbHOCTh EBpomona u  EBporocra,
MPUHUMAIOIINX «HETIOCPEJACTBEHHOE yYacTHe B OOphOE C KHOEPIpeCcTyTHOCTHIO Ha
npoctpancTBe EBpomeiickoro coroza» [15, c. 268]. B pabore Espomoina
UCIIOJIB3YETCsl CUCTEMa aHAIMTHYECKUX pabouux kaptorek (analys work files),
(bopMHUpYyEMBIX U3 COCPEIOTOYCHHBIX B €r0 MH(POPMAIIMOHHON CUCTEME JTaHHBIX B

LOCJIX aHalin3a, OImpeaAcIsiCMOro Kak o6pa60TI<a HNJIN HUCIIOJIB30BAHHUEC AAHHBIX OJIA
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MOJAJICPKKU YTrOJOBHBIX paccliienoBanuii. CucteMa NEeHCTBYIONIUX aHATUTUYECKUX
KapTOTEK BKJIIOYAET KapTOTeku To KuOepmpectynmHoctrn Cyborg u meTckoi
nopuorpaduu Twins [20, ¢. 88—89].

Yro xacaercs EBporocta, TO €ro [IeATeTbHOCTh 10 OOECIECYCHUIO
Oe3omacHOCTU Ha Tepputopur EBporbl craHOBUTCS Bce 0ojiee 3aMETHOMW: €ClId B
2010 r. on paccienoBan 1 424 nenma, To B 2015 r. - 2 214 I[CJIS. EBporoct
OCYILIECTBJISIET B TOM 4YHCIE KOOPJMHAIMIO JCUCTBUM NPaBOOXPAHUTEIIbHBIX
OpraHoB Pa3TUYHBIX rocyAapcTB o BOIIpOCaM paccienoBaHus
KHOEPNPECTYIJICHU, OKa3bIBa€T IOMOIIb B MPOBEICHUM pPACCICAOBAHUMA IO
3alpocy COOTBETCTBYIOIIETO OpraHa IMyOJWYHOM BJIACTHM CTPaH - YYaCTHHUII
EBponenckoro corw3a, Npe1oCTaBiIsIET IPABOOXPAHUTEIBHBIM OpPraHaM 3TUX CTPaH
nH(popmaIuio 0 MPOBOJAUMBIX paccie0BaHUsIX B OTHOIIICHUU
kuOepnpectynuukoB. [lomHomouusi EBporocta Takke pacmpoCTpaHslOTCS Ha
BO30Y>KJICHHE YTOJIOBHBIX PACCiIEI0BAHMM JIMOO BBIIBMKCHHUE TIPEIITIOKEHUS 00 UX
BO30YXXJIEHUM MPABOOXPAHUTEIbHBIM oOpraHaM ctpaHn - ydactHul, EC wu
MOCJEAYIONIYI0 KOOPAUHAIMIO IPOBOJIUMBIX PacCieI0BaHUMN.

[floMuMO  yKa3aHHBIX  OpraHoB,  OO0JaAalOMUX  FOPUCIUKIIMOHHOMN
KOMITETCHIIUEH B paccMaTpuBaeMoil cdepe, EBpomeiickuM cor3oM co3aaroTcs U
BcrioMoraresnbHble opradbl. Tak, 18 suBaps 2013 r. B ['aare oduimaibHO OTKPHIT
EBpomnelickuii 1ieHTp o 0oprde ¢ kubepmnpecTynHocThlo. [lensimMu ero co3ganus
SBJIIOTCS cOOp M 00paboTKa MaHHBIX MO KUOEPHPECTYIUICHUSM, MPOBEICHHE
AKCIEPTHBIX OIICHOK HWHTEPHET-YIPo3, pa3padOTKa U BHEAPEHUE MEepPEeaOBBIX
METOJI0B MPOGUIAKTUKH UM paccieoBaHUsS KUOEPIPECTYIUICHUH, MOATOTOBKA
HOBBIX KaJIpOB, OKa3aHWE TTOMOIIM MIPABOOXPAHUTEIBHBIM H CyJ€OHBIM OpraHam,
a TaKXe KOOpJWHAIMS COBMECTHBIX JEHCTBUN 3aMHTEPECOBAHHBIX CTOPOH,
HAlpaBJICHHBIX HAa TIOBBIIICHUE YPOBHS O€30MACHOCTH B  E€BPOIECHCKOM

6
KHOEpIPOCTPaHCTBE .

> Eurojust fights serious, cross-border organised crime // Eurojust casework in 2015 (Eurojust
infographics). URL : http://www.eurojust.europa.eu/press/PressReleases/Pages/2016/2016-03-04.aspx.
® KuGepreppopraM: yrpo3a HAIMOHAIBHOIM M MeXIyHapoHoit 6e3omacrocti. URL : http://www.
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BoenHoe B3anmojeiicTBie rocygapcTB Takxke TpeOyeT pelieHus: Bompoca 00
UX COTPYJAHHMYECTBE B c(epe OpraHU3alUOHHON NOAJIEPKKU OOpbOBI €
kubepnpectynHocThio. Tak, B 2008 r. «1mo uHUIMaTUBEe DCcTOHUU B TaiinHe ObLI
co3aH LeHTp mnepenoBoro ombiTa HATO, B HacTosiiee BpeMsi OH SBISIETCS
HAyYHO-UCCJIEIOBATEILCKUM U Y4E€OHBIM 3aBEICHHEM aJIbIHCA, 3aHUMAIOLIUMCS
pa3pabOTKON KITIOYEBBIX HAMPABICHUN Pa3BUTHS KOAIUIIMOHHBIX BO3MOXKHOCTEU
10 JIEWCTBUAM B KHOepnpocTpaHcTBe» [12, c. 14].

Co3naHue MaHHOTO LEHTpa HE SBIBSUIOCh EAUHCTBEHHBIM HalpaBJICHUEM
paboThl 1O  oOpraHu3auuu  OOppOBI € KUOEpIpPECTYIUIEHUAMH B
CeepoaTinanTrueckoM corosze: B 2013 r. Ob110 3aBEpIIEHO pa3BEPTHIBAHUE €UHOM
cucteMel HATO 1o pearnpoBaHuIO Ha KOMITBIOTEPHBIE YTPO3bl, BKIFOYAIOIIECH JBa
LEHTpa [0 pPEearupoBaHUIO Ha Yrpo3bl B KubOeprpoctpaHcTBe (B bproccene u
Mouce). IlomumMo 3TOrO, MpEANPUHUMAIOTCS IIard MO MPOBEpKE 3(PPEKTUBHOCTU
YK€ CO3JaHHOW CHUCTEMBbl OTpaK€HUs KuOepaTak, HalpuMep EKErogHo
npoBoasaTca yuenus «Kubepkoanuuusy», «3auuTHBIA mapy.

NuabiMu CJIOBaMH, COBPEMEHHOU TEHICHIIUEHU MEXIYHAPOIHOTO
NPOTUBOJEHCTBHUSl ~ KUOEPIPECTYMHOCTH  SIBISIETCA ~ pacluupeHue  cdepbl
B3aUMOJICUCTBUS  TrOCyAapcTB.  PeanpHOCTBIO  CTAaHOBHUTCA  ONEPATHBHOE
COTPYIHHYECTBO IIPaBOOXPAHUTEIBHBIX OpraHoB o oopnOe C
kuOepnpecrymnenusimu  (Mutepnon, EBpomon, EBporocT), co3znanue u
UCIIOJIb30BaHUE €IMHOI 0a3bl JaHHBIX O KMOEPIPECTYIMHUKAX, O COBEPIIECHHBIX U
MJIAHUPYEMBIX KHOeprpecTyrieHusx (mpexkae Bcero paboTarounieil B pexuMe
2417).

OtmetuM, 4uto pabora HMHTepmosia B TUTaHE OMEPATUBHOCTH OOpaOOTKH
uHpopmanuu MeHee H(P(PEKTUBHA, YEeM CHEUUATU3UPOBAHHBIX OpraHu3alui
MeHbIIero Macmraba. Tak, poccHiiCKHe NpaBOOXpPAaHUTENbHBIE OpraHbl 4Yalle
UCIIOJB3YIOT BO3MOXKHOCTH HanumoHanbHOTO KOHTakTHOro myHkta npu BCTM

MBJI Poccuu, kotopslii pgeidctByeTr B Qopmare 24/7 u mnpeaHa3sHaueH

arms-expo.ru/news/archive/kibertmezhdunarodnoybezopasnosti1l4-03-2013-18-35-00/mezhdunarodnoy-
bezopasnostil4-03-2013-18-35-00/.
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o0OecrieuynBaTh B3aUMOJICUCTBHE C KOJUIETAMHA U3 OMIDKHETO W JAJIBHETO
3apyoexbsi. Oduriep crernmnoapasaeiacHuss OHON U3 CTpaH B JI000E BpeMs CYTOK
MOKET OMNEPATUBHO CBA3ATHCSA C TAKUM >K€ IYHKTOM B JPYrOM TOCYAapCTBE U
MOJIYYUTh WM TIEpPEeNaTh HYXHBIE CBEICHUS, HEOOXOIUMBIC IS TPOBEICHUS
OTEPAaTUBHO-PO3BICKHBIX MeponpusiThii. CeroiHs HalMOHAIbHBIE KOHTAKTHBIC
MYHKTHI IEUCTBYIOT MOYTH B 50 CTpaHax.

Takum 00pa3oMm, MOXHO cJenaTh Cleayronie BuBoabl. C ydeToMm Bcel
CIIOHOCTM W  ONACHOCTH KHOEpIpecTyIJIeHuH HeoO0XoauMa BhIpabOTKa
COBMECTHBIX JCHCTBUU YUYEHBIX-IOPUCTOB, MPEXKIE BCErO 3aKOHOJATENICH, W,
KOHEYHO JK€, CIICIHAMCTOB B O0O0JIACTH KOMIBIOTEPHBIX HH(POPMAITMOHHBIX
TEXHOJIOTHU, HANpaBJICHHBIX Ha OOpHOYy C TPECTYIUICHUSMU B TI00aTbHBIX
nHOOPMAITMOHHBIX CeTsAX. [lOCKOMBKY BHEIpPEHHWE HOPMATHBHBIX aKTOB Kak
HAIMOHAJIBHOTO, TaK W MEXKIYHAPOJHOTO XapaKTepa - HEIOCTAaTOYHBIM IIar Ha
OyTH penieHus mpobsieMbl OOpbOBI ¢ KUOEPIPECTYIMHOCTHIO, B JTAHHOM Cllydae
HEOOXOMMBI CTICIIMAIbHBIC 3HAHUSA B 001acTH WH()OPMAITMOHHBIX TEXHOJOTHHA U
IPOrPaMMHOTO OOeCIIeYEHUsI.

Enunoro TJI00QTBHOTO aKTa, pETIaMEHTHPYIOIIETO MTOPSIIOK
MPOTUBOICHCTBHUS KHOEPIPECTYIIICHUSM, HE BbIpa0OTaHO, OJIHAKO
MEXIYHAPOJHOE COOOIIECTBO B paMKaX pPETHOHAIBHOTO COTPYIHUYECTBA
NPEANPUHAMAET MEphl 10 3aKOHOJATEILHOMY PETYJIUPOBAHHUIO JICHCTBUI

CyOBEKTOB B KHOEPIIPOCTPAHCTBE, 10 O0PHOE ¢ KUOEPIIPECTYIIICHUSIMH.
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