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IIpo6ieMbl NPUBATHOCTH M 3aIIMTHI JAHHBIX
KaK NpaB 4YeJI0BeKa B HH(POBOM NMPOCTPAHCTBE

AHHoTanusi: PaccMaTpuBaroTcsi BOIIPOCHI, KOTOPBIE aKTyaJIM3UPOBAIUCH B pe3yibTaTe Hug-
poBuzanuu. B nepByio odepens, OMMCcaHO MOHATHE MUGPOBOrO MPOCTPAHCTBA U MIpaBa YEJIOBEKA B
€ro mpejeiax, KOTOpble B HAYYHOU JIMTepaType MOJydMiIn Ha3BaHWE U(PPOBBIX NpaB 4elioBeka. B
KOHTEKCTE JIaHHBIX MIPAaB PACCMOTPEHBI IPOOIEMBI MPUBATHOCTHU U 3AIIUTHI TAHHBIX.

KuioueBble cJjioBa: mpaBa 4eJOBEKa, MPUBATHOCTh, 3alIUTa JAHHBIX; HU(PPOBOE MPOCTPaH-
CTBO; LHU(pPOBBIE IPaBa YEIOBEKA.

AxTuBHas nudpoBU3aALKUS U, KaK CIEICTBUE, Pa3BUTHE IUPPOBBIX TEXHOJIOTUH B COBpEMEH-
HOM MHPC NPUBCIN K TOMY, YTO MNPUBATHOCTb U 3alllUTa HJAHHBIX CTAaJIM AKTYaJIbHBIMU TCMaMHU.
JlaHHBIE BOIIPOCHI UMEIOT OCOOYIO 3HAYMMOCTh B TIpU3Me (DyHJaMEHTAIBHBIX NIPaB YEJIOBEKa, KOTO-
pBIE C pa3BUTHEM HaYKH pAaCIPOCTPAHHIINCH U HA IU(PPOBOE IPOCTPAHCTBO.

PazButne 1mudpoBoro B3anMoIeUCTBHS MEXKY JIOJIBMH aKTYaJU3UPYET BOIPOCH ITPaBOMEP-
HOTO cOOopa, XpaHeHus U 00padOTKHN NMEPCOHANBHBIX JaHHBIX. bonee Toro, cerogHs OoibIiasi 4acTh
1M(POBBIX JTAHHBIX PACIPOCTPAHSIETCS UYepe3 ceTh VHTepHET, 4TO OCYIIECTBISIETCS HE TOJIBKO TOC-
yIapCTBEHHBIMU, HO M YaCTHBIMU KOMIIAHUSAMHU. B JTaHHOM KOHTEKCTE 3alluTa IMpaB TPakKiaH B
1M (POBOM IPOCTPAHCTBE TAKKE CTAHOBUTCS MPEAMETOM PabOTHI TOCYAapCTBA.

Lugpposoe npocmpancmeo 6 kKonmexcme npas yeioseKa

C MOMeHTa TOSIBICHUS TOHATHE IU(PPOBOTO MPOCTPAHCTBA 3HAYUTENIHHO PACHIUPUIOCH.
Oco0eHHO aKTMBHO JAaHHBIN Mpollecc MOIIeN ¢ pa3BUTHEM ceTh VHTepHET W CBs3aH C HAYaIOM
2000 To/M0B, KOT/Ia HAYall pPa3BUBAThCS MOOWIIBHBIC MHTEPHET-YCIIYTH, a TAKXKE CO3JIaBaThCs U
pacIIMpsATHCS COIMAIbHBIC CeTH. B HaydHO# nuTepaType nmudpoBoe MPOCTPAHCTBO TAKKE HEPEIKO
paccMmaTpuBaeTcs Kak MupoBasi IKOCHCTEMA, TTOCKOJIBKY €r0 0XBAT JOCTATOYHO IIMPOK U C Pa3BH-
THEM TEXHOJIOTMH CTajl TaKKe BKIIOYATh U CUCTEMEI HCKYCCTBCHHOI'O MHTCJIJICKTA, AKTUBHO MHTC-
IpUpYEMBbIC BO BCE, B TOM YHUCIIC TIPABOBbIE, 00JIACTH.

[udpoBoe MpOCTpaHCTBO — 3TO BHPTYasbHAs Cpena, CO3AaHHas MUPPOBBIMU TEXHOJIOTHSI-
MU, T1e nHOpMaIs, OOIIEHHE U B3aUMOICUCTBUE TTPOUCXOMIST Yepe3 JIEKTPOHHBIE YCTPONCTBA U
cetu [10, c. 118; 22, ¢. 91]. OHo BKIItOUaET B CeOsI HHTEPHET, COIMANILHBIC CETH, BEO-CalThI, 00Iad-
HbIC BBIUUCIICHUS, BUPTYAJIbHYIO PEANbHOCTh U Apyrue nudpoBble MHCTPYMEHTHI. B 3ToM mpo-
CTpaHCTBE JaHHBIE XpaHATCS, 00pabaThIBAIOTCA U MEPENAIOTCs, YTO MO3BOJISIET OCYIIECTBISATH OH-
naiH-KoMMyHHKanuio [3; 4, ¢. 10; 12]. DBoroius JaHHOTO MIPOCTPAHCTBA CBA3aHA C PACIIUPEHHEM
noctyna Kk UHTepHeTy, B TOM YKCiIe MTPOU3OMICAIET0 33 CUeT MOOMIBHBIX TexHoJorHi. Tak, moss-
JICHUE COIMAIBHBIX CETeH HE TOJBKO CO31ajl0 HOBBIE BO3MOXKHOCTH JIJII KOMMYHUKAIIUU MEXIY
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JTIOJFMU, HO U OKa3aJl0 BIHMSHIE Ha MPABOBYIO cepy, MOCKOIbKY BOSHHUKIIINE B BUPTYAIBHOM IPO-
CTpaHCTBE TaKXe TpeOOBaIN PeryInupoBaHusl.

Hauboinee octpoit mpoGiemMoii, CBI3aHHON ¢ pa3BUTHEM MU(PPOBOTO MPOCTPAHCTBA, CTAJIO T0-
SBJICHHE Yrpo3bl KOH(PUICHIIMATHLHOCTH U 3aIIUTHI TaHHBIX 4YelloBeKka. boiee Toro, kKak U B peajb-
HOW JKU3HU, TaK M B HU(PPOBOM MPOCTPAHCTBE CTAIM PA3BUBATHCS MOIICHHUYECKUE CXEMBI,
HaIpaBlIEHHBIC Ha 3aloJlydeHue JUYHON nHpopMaruu. Tak, HampuMep, COTIacHO JaHHBIM 3a 2024
r'oJl, TOCPEICTBOM MHOCTPAHHOTO KHOEpBMEIIaTeNhCTBA B A3epOaiikaHe ¢ 0aHKOBCKHUX KapT OBLIO
ykpazeHo Oonee 22,4 muH maHatoB [1]. KubeprpecTymHOCTh, K COXAJICHHIO, CTajla aKTyaIbHOU
po0sIeMOl BO BCEM MHUPE.

[HudpoBble TEXHOJIOTHH MEHSIOT MPABOBOM U HOpMATUBHEIN manamadt [11, c. 5], moOyxnas
K CO3JIaHUIO CIIEHUATH3UPOBAHHBIX MPABOBBIX PAMOK JIJIsi OOPHOBI C ONpeeIeHHBIMUA BUIAMU HE3a-
KOHHOM JesTenbHoCcTH B MIHTepHeTe, TakuMU Kak HapylleHHe aBTOPCKUX MpaB U KUOepIpecTyruie-
Hus. Ceronust pyHIaMEHTABHBIC TIPaBa YeJIOBEKA PACIPOCTPAHSIOTCS M Ha IU(PPOBOE MPOCTPaH-
CTBO, BKJIIOYasi PaBO Ha MPHUBATHOCTh W KOH(pUIAEHIMATbHOCTh. OMHAKO, pa3BUTHE LHU(POBOTO
MPOCTPAHCTBA B CBOIO OYEpeabh MPUBOIUT K CO3JaHUIO HOBBIX IpaB, TAKUX Kak AOCTyn Kk MHTepHe-
Ty. Joctyn k undpoBoMy IpOCTPaHCTBY, KOTOPHIM siBIsieTcs: IHTepHET cerofHs Bce yalle npu3Ha-
€TCsl B KaueCTBE MpaBa 3aKOHOIaTeIbHBIMU OPTaHaMU Pa3HBIX CTPaH, TaKUX Kak Mcmanus, DcToHus
u ap. Tak, B 2010 rogy ®unisiHAMA CTaja IEPBOM CTPaHOM B MUpPE, KOTOpas 3aKOHOJATENBHO Ia-
paHTHpOBaJIa CBOMM TpakJIaHaM paBo Ha JAOCTyM B MHTepHET; Oojiee TOro, 3aKOH YCTAaHOBWIJI MU-
HUMAJIBbHYIO CKOPOCTh IIUPOKOMOJIOCHOTO A0CcTyma ans Beex rpaxaad [20]. Takum obpazom, mnpu-
3HaHHME JAHHOTO MpaBa TaK)Ke MPEANoIaraeT MEXaHU3MbI MPABOBOTO KOHTPOJS B ATOM HalpaBlie-
HUU.

Lugposvie npasa uenosexa

YcnoxxHeHne MUQPPOBBIX OTHOIICHHH MPHUBEIO K PACHIMPEHHIO MPaB YEIOBEKa, KOTOPHIC B
HAyYHOM JIUTEPAType XapaKTepHU3yloTCs Kak «udpoBbiey». JlaHHbIE IpaBa HEPEIKO OTHOCST K YeT-
BEpPTOMY MOKOJICHHIO TIpaB uesoBeka [17, ¢. 83]. OgHako, 3TOT BOIPOC OCTAETCS MPEIAMETOM JIHC-
kyccuid. [llanm xe cuutaet [16, c. 461], yto camu 1udpoBBIe MTpaBa YeIOBEKa MPOILTH HECKOJIBKO
MOKOJICHUH pa3BUTHA. Tak, M0 MHEHHIO aBTOPa MOKHO BBIJICNIUTH TPU MOKOJICHHUs mpaB: 1) pynma-
MEHTaJIbHOE MEPEOCMBICIICHHE YK€ CYIIECTBYIOLINX MpaB YeJIOBeKa JJIsi 00ecreueH s UX aKTyallb-
HOCTH U IPUMEHUMOCTH B COBPEMEHHOM LU(POBOM MPOCTPAHCTBE; 2) CO3aHUE HOBBIX ITU(POBHIX
MpaB 4YeIOBEKa, OTBEYAIOLIUX IMOTPEOHOCTSAM HMHTEPHET-N0JIb30BaTeNeii, HE HMEIOIIUX MPIMbIX
oduraitH-aHaIoTOB; 3) MPU3HAHKUE HOBBIX MPABOOOJIAATEICH M HOBBIX JeprKaTeseil 00sI3aHHOCTEM.
Taxoke aBTOp 0C000 OTMEYaeT BO3PACTAIOIINN YKCTEPPUTOPHATIBHBIN XapaKkTep MUPPOBBIX MPAB.

Hudpossle mpaBa YyeIOBEeKa CETOIHS XOTS U PacCMaTPUBAIOTCS CAMOCTOSATEIBHO, CUUTAIOTCS
COCTAaBHOM YacThi0 OOIIMX TpaB. Bompoc mpaBoBoro peryaupoBaHusi HUGPOBBIX MpaB HAIIEN OT-
paxxenue B npuHsatuu Pesomonnun OOH, kotopas yTBepauia, 4To «T€ ke IpaBa, KOTOPbIMU JIKOIU
obOnanaroT odaiH, JOJDKHBI OBITH 3alIUIICHBI U oHJaiH» [18]. Takum oOpa3oM, MOXXHO CHENAThH
BbIBOJ 0 ToM, uTo OOH cnpoennpoBaia oOiue mpaBa 4esioBeka U Ha KHOepIpoCTpaHCTBO. JlaHHbIE
MpaBa BKIIOYAIOT: CBOOOIY BBIPAXKEHHS, AOCTYN K WH(OpMAIUU, MPUBATHOCTh, KOH(MUIEHIHAIb-
HOCTb U JIp. B 11€710M MOHO OTMETHUTD, YTO C IOPUINYECKON TOUKU 3PEHUS YCUTICHUE BIUSHUS KU-
OepIpocTpaHCTBa MPUBOJUT KO BCe OOJIBIIEMY Pa3MBITHIO TPAHUL] MEX]TYy pEalbHbIM U pealbHBIMU
NpaBaMU U UX MepeceueHuo. FIMEHHO 3TOT ()eHOMEH MO MHEHHUIO HEKOTOPHIX aBTOPOB SIBIISETCS
BBIPAKECHUEM «IapaJurMbl NIPaBOBOW 3KBHUBaJEHTHOCTU» [5, ¢.1249], T.e. aganTauuu HOpM IpaB
4eloBeKa, pa3paboTaHHBIX B opraifH-Mupe, K OHJIaltH-cpeie.
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3awuma oannvix 6 yugpoeom npocmpancmee

Hudposas smoxa, B KOTOPYIO Y€IOBEUYECTBO BOILIO C AKTUBHBIM Pa3BUTHEM KOMITBIOTEPHBIX
TEXHOJIOTUIl IpUBEJia K TOM, UYTO JaHHbIE O YEJIOBEKE CTaJIl BaXKHBIM aCIIEKTOM IPAaBOBBIX OTHOIIIE-
HUH. YBelIn4eHne 3Ha4MMOCTH HH(OPMAIIMK aKTyaJIH3UPOBAJIO BOIIPOC 3AIUTHI JAHHBIX, TOCKOJIb-
Ky yT€uKa JaHHBIX WU UX HECAaHKIMOHHPOBAHHOE MCIOJb30BAaHUE MOXKET CTaTh MPUUYMUHOUN CEpb-
€3HBbIX ()MHAHCOBBIX WUJIM PEMYyTAlMOHHBIX MOTEPb. Tak, HEKOTOpPbIE aBTOPHI )K€ OTMETWIH [7, C.
65], 9TO «TIEpCOHANIbHBIE JJaHHbIE — 3TO HOBast HePTH HTEepHETA U HOBas BajroTa U(PPOBOTO MH-
pa». Hy>)xHO oTMeTHUTb, YTO B IU(POBOM MPOCTPAHCTBE 3aLUTA JAHHBIX JECHCTBUTEIBHO UMEET pe-
HIarollee 3HaueHue NI oOecrieueHus: KOHPUICHINAIbHOCTH U 0€30IaCHOCTH OTAEJBHBIX JIUL U
opraam3anuii. OHaKo, emie 0ojiee CIOXHBIM JaHHBIA BOMPOC CTAHOBUTCS, MEPEXO/Is Ha YPOBEHBb
IEJIOr0 TOCYIapCTBa, HeCsl B cebe yrpo3y ¢ TOYKU 3pEHHs TOCYAapCTBEHHOM 0€30acHOCTH.

HecankunonupoBaHHbINH AOCTYN K KOHOUIEHIIMAIBHBIM JaHHBIM, Kacarouiemcsi paboThl roc-
YIApCTBEHHBIX CTPYKTYP MOKET OBITh OCYILECTBJIEH C LIEJIBbI0 PACKPBITHUS Pa3BEAbIBATEIbHBIX JdaH-
HBIX, BOCHHBIX ONEPAINil WJIA JUTIIIOMATHYECKUX OTHOIIICHUM.

Ipusamnocme u Kongpuoenyuanonocmo

[TpuBaTHOCTH HE SIBISETCS HOBBIM MOHSATHEM WM CleACTBHEM IudpoBu3aiuu. Mcropuyecku
OHa CJIOKUJIACh KaK KOHIENIHs, KoTopas GopMHUpoBasiach Ha UAESIX CBOOOBI U HEMPUKOCHOBEHHO-
CTH JIMYHOTO MPOCTPAHCTBA YesioBeKa. VIMEHHO 3TU HJien JIETJIM B OCHOBY, C(OPMUPOBABIIETOCS B
JaJIbHEUIIIEM ITPaBa YEJIOBEKA.

[loHsiTHEe MPUBATHOCTH CTAJIO MPEAMETOM MHOXKECTBA HCCIIEIOBAHMM U MHOTHME HUCTOYHUKU
[13, c. 58], Takue kak CtaHpOpaCKas 3HIMKIONe U Guiocopuu [15] ynoMuHaroT ero onpezene-
HUe, naHHoe bok [2, ¢. 7] Kak «COCTOSTHUE 3aIUIIEHHOCTH OT HEXKEJIATEeILHOTO JOCTYIA CO CTOPO-
HBI JIPYTUX JUI] — Oyab TO PU3NICCKUHN JOCTYII, TUdHas nHGopMmanus wiv BHUManue». OIHAKO, B
IIPAaBOBOM HAyYHOM JIUTEPATypPE MOKHO BCTPETUTH U APYTU€E ONPEAEIICHUS IPUBATHOCTH, TAKHE KaK
«TIpaBo OBITh OCTaBJICHHBIM B YEAMHEHUN» (MIMEHHO C MOSIBICHHEM JaHHOTO MOAXO0/1a CBSI3aHO YBe-
JUYCHUE UHTEpEca B MPUPOJIC MPUBATHOCTH) [22, ¢. 172] wim «KOHTPOJIb Ha/I JIMYHON MH(GOpMaIu-
eit» [6, c. 475]. OnuH U3 Hay4yHBIX MOAXOAOB K NMPUBATHOCTH, HarpuMmep, (POKycupyeTcs Ha HH-
dbopmanmu, onuckIBas ee Kak «Ooojee ChOKYCHPOBAHHOE TMOHITHE MPUBATHOCTH, KOTOPOE OTHOCHT-
Csl K MpaBy YelloBeKa Ha WHGOpMAIMOHHOE camoomnpezeneHue» [8, ¢. 3]. DTa Touka 3peHus Takxke
MOIYEPKUBAET MPABO YEIOBEKa KOHTPOIUPOBATH cOOP, UCIOIB30BAaHUE U PACIIPOCTPAHEHHUE CBOMX
nepcoHanbHbIX AaHHbIX. Hanpumep, IloBepc KoHIENTyaIn3upoBasl NPUBATHOCTh KaK «3alIUTY UH-
dbopmaruu 0 HaC OT TOTO, YTOOBI OHA CTaa u3BecTHa Apyrum» |14, c¢. 369]. Takum oOpazomM, MOXK-
HO cJieJaTh BBIBOJ O TOM, YTO €IMHOIO OOLIENPUHATOIO ONpPEAEICHUSI HE UMEETCS, U OHO MOXET
BapbUPOBATHCS B 3aBUCUMOCTU OT KOHTEKCTA.

C moHsATHEM NMPUBATHOCTH YaCTO CBS3aHA KOH(MUIEHIIMATHHOCTh. 3a4acTYIO JaHHBIC TTOHSATHUS
UCIOJIb3YIOTCSl PAaBHO3HAYHO KaK CUHOHUMBL. OIHaKO, OHM UMEIOT cBOM ocoOeHHocTH. [1o MHeHMIO
HEKOTOPBIX aBTOPOB, B IIMPOKOM CMBICIIE, IPUBATHOCTh 03HAYAET KOHCEHCYC, COCTOSALIUMN U3 JBYX
AJIEMEHTOB: 1) KOHTPOJISA HAJ HEKOTOPOW MH(pOpManuel 0 HaC U 2) HEKOTOPOTO KOHTPOJISI HA/l TEM,
KTO MOXET Hac BOCIIPHHHMMATH WM HabmonaTh 3a Hamu [19, ¢.194]. OHu oTMeYaroT, 4To MOsBIe-
HUE TEPMUHA MPUBATHOCTH CBSI3aHO C Pa3BUTHEM JIEIUKTHOTO MpaBa.

CormacHo psny aBTopoB [9, ¢. 21], KoHGUAECHITNATEHOCTD HE SABJISICTCS YETKO ONMPEICICHHBIM
MOHSITUEM U B CIIOBApSX MOKHO HAaWTH Pa3IMYHbIC ONMPENCIICHUs MOHATHS, KOTOpbIE B OOJBIINH-
CTBE OXBATHIBAIOT CBOOOAY OT HECAHKIIMOHMPOBAHHOTO BTOPXKEHHUsA. Takum oOpazom, eciy MpuBat-
HOCTh OXBATHIBAET MPABO YEIOBEKa HA MOTydeHHE HHPOPMAITUHN O TOM, KaK COOUpaeTCsi, UCTIOIb3Y-
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eTCsl U PacKpBIBAIOTCS JIMYHBIC JAHHBIC, TO KOHPHICHIMAIBLHOCTD MOIPa3yMEBaeT TapaHTHIO TOTO,
4T0 MH(OpPMAIHs, KOTOPOH JEIUTCS YEIOBEK B 3aBUCHMOCTH OT KOHTEKCTa (HAIpUMep, C BpauoM
WIN KOHCYJIBTAHTOM), OCTAeTCSl B TallHE M HE TepeaeTcsl APYTUM JnnaM. XoTd o0a 3THX Ipasa
OXPaHSIOTCS 3aKOHAMH, M MX TPAKTOBKA 3aBUCHT OT 3aKOHOJATENLCTBA KOHKPETHOTO rOCYIapCTBa.
Hampumep, B8 EC Obu1 MpHUHAT TOKYMEHT 1OA HazBaHueM OOMIMI perjJaMeHT Mo 3alluTe JaHHBIX
(anrn. GDPR, General Data Protection Regulation), kotopslit oopMu BceoObeMITIONINIT 3aKOH 0
3alIMTe JaHHBIX, YCTAHOBHB 3aKOHOIATEIbHBIE MPaBHia Mo cOopy, 00paboTKe M XpaHEHUIO JIMYHBIX
JaHHBIX.

CeronmHsi cB0OOJIa OT BMEIIATENIBCTBA B JIMUHYIO KU3Hb, MPUBATHOCTh U KOHQHICHIIAAb-
HOCTh JIaHHBIX SIBIISTIOTCS HEOTHEMJIEMBIM IPABOM 4YEJIOBEKa. 3aIlUTa JIMYHOW JKU3HHU ObLIa IMOJ-
TBEPXKJCHA B BAKHEUIINX MEXIYHApPOIHBIX JOKYMEHTaX, TaKUX Kak BceoOmias nexmapanus mnpas
yenoBeka OOH.

3axnouenue

B smoxy Bce 0osiee yBeIMUMBAIOMIETOCS 3HAYEHUS HU(POBBIX TEXHOJIOTUN 3aIlIUTa MpaB Ye-
JOBeKa B IM(POBOM MPOCTPAHCTBE MPUOOpPETAET MEPBOCTEIICHHOE 3HA4YCHUE. bricTpoe pas3BuTHE
TEXHOJIOTHH, OTHOBPEMEHHO YITydIllasi KOMMYHUKAIMIO U JOCTYH K HH()OPMALUH, TaKXkKe IMOPOoXK/Ia-
eT 3HaYUTEJIbHBIE TIPOOJIEMBI C TOUKH 3pCHUSI KOH(PHUICHINATBHOCTH, IPUBATHOCTH U 3aLIUTHI JaH-
HBIX B MHTEPHETE U B 1IEJIOM B IIM(PPOBOM MPOCTPAHCTBE.

PaznuyHbIe OHIAlH pecypcehl (CaiThl, CEPBHUCHI) 3a4aCTYIO CTAHOBSITCS MECTOM (BUPTYaJIbHBIM
NPOCTPAHCTBOM), T'JI¢ IEPCOHANBHBIC JaHHBIC YSI3BHMBI C TOYKH 3PSHHUSI HEPABOMEPHOT'O HCIOJb-
30BaHUs U KuOepyrpo3. Cpenn npoynx npas, B IU(PPOBOM MPOCTPAHCTBE, B MIEPBYIO OUYEPE/Ib, HMe-
eTcs yrpo3a MOoApkIBa MPaBa JIroIei Ha KOHPHUISHIIMATIbHOCTD U TIPUBATHOCTb.

3amuTa TpaB yenoBeka B mU(PpoBOM cdepe Takke BakHA, KaK M B pEabHOW KH3HH, IO-
CKOJIbKY HaOJIo/aeTcsi mepeceueHue AaHHbIX oOnacteil. MIMeHHO moaToMy TpeOyercs pa3BHUTHE
MPaBOBOTO IOJISl PEIICHHST BOIIPOCOB, BOZHUKAIOIIUX B KOHTEKCTE IpaB YesoBeKa B IIH(PPOBOM Mpo-
CTPaHCTBE.
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