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AHHoTanus: VccnenoBaHue NOCBSILEHO KOMIUIEKCHOMY MCCIEAO0BAHUIO TPAHCHAIIMOHANb-
HOW TPECTYNMHOCTU B cepe CEKCyalbHOH 3KCIUTyaTallud HECOBEPLICHHOJIIETHUX, aHAJIH3UPYeETCS
riTyOOKHI KpHU3HMC TPATUIMOHHBIX PEAKTHBHBIX MOJIENEH 3alIUThl JETEH B yCIOBUAX IH(PPOBOI
Tpanchopmanuu. OcHOBHas MpoOieMa UCCIIEJOBAHUS 3aKII0UaeTcs B HeAPPEKTUBHOCTH TEKYILIHX
IIPAaBOBBIX MEXAHU3MOB IIE€PE]l JIMIIOM HOBBIX TEXHOJOTMYECKUX YI'PO3, TAKMX KaK B3PBIBHOH POCT
KOHTEHTA, CO3JaHHOI'O0 I'€HEPAaTUBHBIM MCKYCCTBEHHBIM HHTEJUIEKTOM, M BHEAPEHUE CKBO3HOIO
mudpoBanus. MeToJ0JOIrMYECKYI0 OCHOBY Pa0OTBhI COCTABIISIOT METO/bl KPUMHHOJIOTUYECKOIO
aHaJln3a, CPAaBHUTEIbHO-TIPABOBOM METOJI U CUCTEMHBIHN MOJIXO/I, YTO MO3BOJISIET PACCMOTPETH IPO-
OneMy Kak Ti100aJIbHY IO SKOCHCTEMY.

Teopernueckuii hyHIaMEHT HCCIIEOBAHUS OMMPAETCS HA MPUMEHeHne KoHnenuun «TeMHon
TpUaab (MaKUaBEJJIU3M, IICUXOIATUs, HAPIUCCU3M) K NPOPUISIM OPraHU3aTOPOB KPUMHUHAJIbHBIX
ceTel, a TaKke Ha TEOPUI0 «MOPAJILHOTO camoolpaBaanus» AnbOepra banmypsl A o0bscHeHUs
MEXaHU3MOB JIETYMaHU3aLUU KepTB. B cTarbe 000CHOBBIBAaETCS HEOOXOAUMOCTh KOHIIETITYaJIbHOT'O
1epexoa OT IPUAMUYECKH HEKOPPEKTHOIO TEPMHUHA «JIeTCKasl MopHOrpadus» K MEKIYHApOIHOMY
crannapty CSAM (Child Sexual Abuse Material).

[IpakTHueckast 3HaYUUMOCTh pabOTHI BbIpaXkeHa B CPOPMYJIUPOBAHHBIX MPEAIOKEHUAX 0 pe-
dhopmupoBaHHi0 YTOJOBHOTO KoJiekca A3zepOaimkanckon Pecrybnuku, B yacTHOCTH ctareit 171 u
171-1, nnsg rapMOHU3alMU HAllMOHAJILHOTO IIPaBa C MOJIOKEeHUsAMHU JlaHCapoTCKoil KOHBEHIMH. AB-
TOp MPUXOAMT K BBIBOJY O HEOOXOAMMOCTH CO3/1aHUS HaJHAIIMOHAIBHOIO PETYJIATOPHOIO OpraHa u
BHeIpeHMsI 00s3aTeNbHBIX cTaHaapToB xemupoBanus U npoueayp KYC (Know Your Customer)
JUI XOCTUHI-TIpoBaiiiepoB. IIpeanoxeHHblil nepexo K MoJenu «u(ppoBON TMTHEHb U NPEBEH-
UM Ha YpOBHE MH(PacTpyKTyphl MHTEpHETAa PAcCMATPUBAETCS KaK €IMHCTBEHHO 3(()EeKTUBHBIN
CIocO0 TMpeceyeHHs JesTeTbHOCTH TPAHCIPAHUUYHBIX MPECTYMHBIX COOOLIECTB W 3alIUTHI IpaB
HaunboJiee yS3BUMBIX TPYII HACEIECHUS.

KuroueBble cjioBa: cekcyanbHas dKCIUTyaTanus HecoBeplieHHoneTHux, CSAM, TpaHcHanu-
OHaJIbHAs MPECTYIHOCTb, 3aKOHO/AaTeNbCTBO A3epOaiipkaHa, XemupoBaHue, TemHas Tpuana, Je-
ryMaHU3alus.

BBenenue: rinodajbHblii MacuTad yrpo3sl

ObecneueHne 6€30MaCHOCTH HECOBEPIIEHHOJNETHUX B YCIOBUSAX LU(POBOH TpaHchopMauu
MIPaBOOTHOLIEHUH TpeOyeT pauKalbHOTO IepecMoTpa TPaJWIUOHHBIX JOKTpUH. CoBpeMeHHas
KPUMHMHOJIOTUYECKAsl CUTYyalllsl XapaKTepHU3yeTcsi ITyOOKUM KPU3UCOM PEaKTUBHOM MOJEIH 3alllH-
1. CornacHo nanubeiM Jlerckoro ¢porna OOH (UNICEF) na utons 2025 rona, macimrad mpoodaemsl
proOpen NaHAeMUYecKuil XxapakTep: okoso 650 MULTHMOHOB keHIIMH U 0T 410 10 530 MHJIITMOHOB
MY>KUUH MOJBEPrajich CEKCyalbHOMY HACUJIMIO B IeTCTBE [7].

* barup6ekxoBa Aiitan XuKMeT IbI3bl - CTyIeHTKa (akynbTeTa [IpaBoBeneHHe BakuHCKOTO TOCyJapCTBEHHOTO YHHU-
Bepcuteta (AsepOaiimkan). E-mail: aydanlinkin@gmail.com
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[udpoBoe mpocTpaHCTBO OKOHYATEILHO TPAHC(HOPMUPOBAIOCH B OCHOBHOM MHCTPYMEHT CO-
BEPILICHHUS TPaHCHAUMOHANBHBIX npectymieHuid. B 6a3e manupix INTERPOLICSE 3adukcupoBano
4,9 MIJUTHOHA YHUKAJBHBIX CHUIMKOB U BHJICOMATEPUAIIOB, YTO MO3BOJIMIIO UACHTU(DUIUPOBATH 42
300 xeptB. [Ipu 3Trom otyer NCMEC (Cyber Tipline) 3a 2024 rox 1eMOHCTPUPYET KOJIOCCATbHBIN
00BbeM JTATEHTHOCTH: 00paboTano 20,5 MUIUTMOHOB COOOIICHHM O MpEANnoIaraeMoi HKCITyaTaluu
[5]. Cutyanuus ycyryOmnseTcsi BHEPEHUEM IeHepaTUBHOTO UCKYCCTBEHHOTO MHTEJUIEKTa, POCT KOH-
TeHTa KoToporo coctaBuil 1325% 3a roj, uto akTruecku 00eCleHUBACT TPAAUIIMOHHBIE METO/IbI
MoHuTOpHHTra. HeoOxoauMocTh nepexoja K MpOaKTHUBHON MOJEIH, 3aKperuieHHol B nyxe Jlanca-
POTCKOI KOHBEHIIMH, CTAHOBUTCSI UMIIEPATUBOM Il COXpPaHEHHUs ITpaBoropsiika [4].

Kpumunonoruyeckuii npopuiib 1 MeXaHU3MbI NPECTYNHOM /1eSITeJIbHOCTH

CtpykTypa TpaHCHAIMOHAJBHBIX CETEH SKCIUTyaTalluu MPEACTABISET COOOW JEIEHTPaTN30-
BaHHYI0O NMHUPUHTOBYIO JKOCHCTEMY, KOTOPYIO Ielecoo0pa3sHo KIacCU(PUIMPOBATH MO (PYHKIHO-
HaJIbHBIM 3BEHbSIM:

3Beno 1: Opranmsatopbl («KommepcanTbi»). OT0 ¢duHAHCOBBIE OCHEPHUIMAPHI, TEMOH-
CTpUpYIOIIME CUHEPTUI0 4epT « TeMHON Tpuaab»: MakuaBeluIu3M (IMHUYHOE UCIIOJIb30BAaHHE TIpa-
BOBBIX JIaKYH), CyOKIMHMYEeCKas ncuxonaTus (addexTuBHas 4epcTBOCTh) U HapiuccusM. [lo man-
HbM uccnenoBanuiit TRACE, 1o 33% Takux Jau1] COOTBETCTBYIOT KIMHUYECKON TUIIOJIOTUHU TICHXO-
natuu [6]. CormacHo Teopuu A. BaHIypbl, OHM HCIOJB3YIOT MEXAaHU3MBI «MOPAJIBLHOTO Camo-
OTIpaBIaHUs», BKIOYAs JECTYMaHH3AIHMIO >KEPTBHI (PEOCHOK KaK «aKTHUB») M 3B(PEMUCTHUECKYIO
MapKUPOBKY («JIOTUCTHKA» BMECTO «Tpadukan) [2].

3Beno 2: Ilpou3BoauTe/ i U aKTHBHbIEe NMOTpedUTeNU. [laHHAS TpyIila XapaKTepu3yercs
CUHKPETH3MOM pOJiei U aJIMKTUBHBIM MoBeAeHneM. Onupasich Ha Mojenb «Uetbipex ycnosuit» 1.
@uHKenXopa, MOXKHO KOHCTaTUPOBAaTh, YTO MEPEXOJ OT JEBHAHTHOW MHTEHIMM K aKTy HACHJIUS
MIPOMCXOJIUT Yepe3 MOCIe0BaTeNIbHYI0 HeHTpaln3aluio BHYTPEHHUX M BHEIIHUX OapbepoB [6]. P.
JIPHrBUH MOJYEpKUBAET, YTO AJIS 3TOM KaTeropuu XapakTepeH (PEeHOMEH «IBOMHOMN >KU3HWU», TNe
BBICOKHH COI[MAJIbHBIN CTAaTyC CIIYUT MHCTPYMEHTOM Kamydisixa [6].

3Beno 3: IloTpedurenbckoe 3BeHO. OTO PyHIaMEHT KPUMHHAIBHOTO PBIHKA, T pean3y-
etcst Teopusi «Ckoinb3koro mytu» (Slippery Slope). [TocTositHHOE TOTpEeOIeHIE MaTEpUAIOB BEJET K
JleCEeHCUOMIN3alui — yTpaTe YyBCTBUTEIBHOCTU K UyXOH OOJIM — M HOpMAaJU3allK JACBUAILIUH B
3aKpBITHIX cooOIIecTBax AapkHeTa [6].

TexHoiornyeckass HHppPacTpyKTypa NpeBeHIHU

Jlist TUKBUAAINU «IM(PPOBBIX YOEKHUII» HEOOXOIUMO BHEJIPEHUE MTPOAKTUBHBIX MHCTPYMEH-
TOB Ha YPOBHE apXUTeKTyphl cerell (Safetyby Design):

ABTOoMaTnueckoe xemupoBanme: Cucremsl Photo DNA, PDQ ot Meta u VHIP no3sositor
OJIOKMPOBATh KOHTEHT B MOMEHT 3arpy3Ku, epeBois GUIbTpaLnio U3 J00POBOJIbHON MHUIIMATHUBBI
B MHJYCTpHAJIbHBIN cTaHAapT [5].

Client-Side Scanning (CSS): TexHonorn4eckuii KOMIPOMHKCC, TTO3BOJISIOIINN CKAHUPOBAThH
KOHTEHT Ha ycTpoiictBe 10 MoMeHTa muppoBanus (E2EE), uro mpenorBpamaer ¢popmupoBaHue
«TIPaBOBOT'O BAKYyMa.

Kpunrorpapuyeckue nporoxoJnl: [Ipumenenne Zero-Knowledge Proofs (mokaszarenscTBo
C HYJIEBBIM pa3rialieHreM) U TOMOMOP(HOTro MU(POBAHUS TAPAHTUPYET 3AIUTY TalHBI IEepenuc-
KH, TI03BOJISISL COMOCTABIIATh JaHHbIE ¢ 0a3aMU MaTepHAJIOB dKCILTyaTalluu 0e3 I0CTyIa K JUYHOMY
COJIEPKAHUIO COOOIIEHUMN.
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KOpuauyeckas Tpancopmanus u pepopma 3akoHoAaTEILCTBA A3epoOaiikana

KoHuentyanbHbIii COBUT OT TepMHUHA «aeTckas mopHorpadus» k CSAM (Child Sexual
Abuse Material) sBisiercs 00s3aTenbHBIM TpeOoBaHHEM BpeMeHH. [lopHorpadus moapasymeBact
HaJIM4YUe COTrjacHsi, KOTOPOe IOPUINYECKH HEBO3MOXKHO B OTHOLICHHH pebeHka. MaTepuanibl dKc-
IUTyaTalul — 3TO HE «KOHTEHT», a 3aJTOKyMEHTHPOBAHHOE JI0KA3aTeIbCTBO JUISILErOCsl HACHIIUAL.

B nensx rapMoHM3anuu ¢ MexAyHapoAHbIMU cTaHaapTamu MHrtepnona, EBponona u tpebo-
BaHMAMU JIaHCApOTCKOW KOHBEHITMH, IIpeiaracTcs: pe)opMUpoBaTh YTOJOBHBIN KoJeke A3epoOaii-
mkaHckor PecriyOmuku [1]:

Cr. 171 YK AP: U310%uTh (OPMYIHPOBKY «Y4acTHE B MOPHOTPaUUECKUX MPEICTABICHH-
SX» B PEIAKIUU «y4acTHE B CO3JaHUH MAaTEPUAIIOB CEKCYAIIbHOM KCITyaTaluu aetei» (usaq cinsi
istismart materiallarinda istirak etmaya).

Cr. 171-1 YK AP: U3menuts HanMeHoBaHue ¢ «O00poT JeTckoil mopHorpadhum» Ha «O00-
pOT MaTepHalloB CeKCcyalbHOW »sKkcrmyarauuu paerei» (Usaq cinsi istismart materiallarinin
dovriyyasi).

JlaHHbIE U3MEHEHHMSI TTO3BOJIAT KBATH(PHUIIMPOBATh KK (akT mepechliku ¢aiina kak dop-
My aKTHBHOTO COYYacTHs B TPAaHCHAIIMOHAIBHOM TpaduKe.

3akiri0ueHue: KOHUENUMUA «HU(GPOBOro HHTEPIMOJIA»

HTorom mccnenoBanus siBisieTcsl 000CHOBaHME HEOOXOIUMOCTH CO3/IaHUS HaHAMOHAIBHO-
ro perymnstopHoro oprana. [lo anamorum co crangapramu FATF B unHaHcoBO# cdepe, 3TOT opraxn
noikeH BHeAputh obOs3arenbHbie mpaBuiaa KYC (Know Your Customer) st XOCTHHT-
npoBaiinepoB. bopb0a ¢ sKcIuTyaTanueil nereit JomKHa ObITh BRIBEACHA B MIIOCKOCTh 0€30MaCHOCTH
KpUTHYECKOH HHOPACTpYKTypsl MHTepHeTa. OmbiT omeparuii «Ore» (2002), «Spade» (2010) u
«Restore Justice» (2025) moaTBep>kaaeT, YTO TOJIBKO Yepe3 JeaHOHMMHU3ALUIO apeH bl MOIHOCTEH
U BHEJIpEHHE MPUHIHUIA JOHKHONH ocMoTpuTensbHocTu (due diligence) MOXHO pa3pylIuTh SKOHO-
MHUYECKYIO MOJIEIh TPAHCHAIIMOHAIBHOW IPECTYITHOCTH.
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Abstract: This article is devoted to a systematic analysis of transnational crime in the field of
sexual exploitation of minors and the search for ways to transform the global digital security archi-
tecture. This study aims to conduct an in-depth analysis of the crisis of the traditional reactive child
protection model and the justification for the transition to a proactive crime prevention system at the
level of critical Internet infrastructure. In the process, methods of criminological analysis, a com-
parative legal method, and a systematic approach are applied. The author conducts a detailed analy-
sis of the personality of criminal network organizers using the concept of the "Dark Triad" and
mechanisms of moral self-justification according to Albert Bandura. Technological challenges are
investigated, including the rapid growth of generative artificial intelligence and the introduction of
end-to-end encryption, which create a legal vacuum for law enforcement agencies. The main results
of the study include the justification for the need to implement mandatory hashing standards and the
introduction of a global customer verification standard for hosting providers. The article proves the
expediency of moving from the outdated term "child pornography" to the modern concept of “child
sexual abuse material™ to delegitimize violence and harmonize national law with international
standards. In the final part, specific proposals are formulated for the reform of the Criminal Code of
the Republic of Azerbaijan, including changes to the dispositions of articles 171 and 171-1. The au-
thor proposes the concept of establishing a supranational regulatory body, responsible for the securi-
ty of critical internet infrastructure and the implementation of mandatory verification standards.
This initiative will move the fight against child exploitation into the realm of global technological
hygiene, ensuring the effective suppression of cross-border criminal communities and protecting the
rights of the most vulnerable groups in today's digital space. The research uses current data from the
United Nations Children's Fund. The developed approach involves establishing strict control over
anonymous capacity rental. Implementing the principle of due diligence will require technology
companies to conduct a deep legal audit of new clients.

Keywords: sexual exploitation of minors, CSAM, transnational crime, legislation of Azerbai-
jan, hashing, Dark Triad, dehumanization.
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Yetkinlik yasina catmayanlarin cinsi istismari sahasindas transmilli
cinayatkarhq: tovsif vo qarsisinin alinmasi problemlari

Xiilasa: Mogqalo rogomsal transformasiya soraitindo usaqlarin miidafiosinin onenovi reaktiv
modellarinin dorin béhranini tohlil edorak, yetkinlik yasina ¢atmayanlarin cinsi istismar1 sahosindo
transmilli cinayotkarligin kompleks todqiqine hosr olunmusgdur. Todgiqatin osas problemi generativ
stini intellekt torofindon yaradilan kontentin partlayish artimi vo ugdan-uca sifralomenin totbiqi kimi
yeni texnoloji tohdidlor qarsisinda mévcud hiiquqi mexanizmlorin somorasizliyindon ibaratdir. Isin
metodoloji asasini kriminoloji tohlil metodlari, miigayissli-hiiquqi metod vo sistemli yanasma togkil
edir ki, bu da problemi global ekosistem kimi nozordon kegirmaya imkan verir.

Todgigatin nozori tomoli cinayotkar soboko toskilat¢ilarinin profillorino “Qaranliq triada”
(makiavelizm, psixopatiya, narsissizm) konsepsiyasinin totbiqino, habelo qurbanlarin
dehumanizasiyasi mexanizmlorini izah etmok ii¢lin Albert Banduranin «monavi 6ziino borast»
nozariyyosing osaslanir. Moqalodo hiiquqi cohotdon geyri-doqiq olan «usaq pornografiyasi»
terminindon beynolxalq standart olan CSAM (Child Sexual Abuse Material - Usaglarin Cinsi
Istismar1 Material1) terminino konseptual kegidin zoruriliyi osaslandirilir.

* Bagirboyova Aydan Hikmoat qiz1 — Baki Dovlet Universitetinin Hiiquq fakiiltosinin tolobasi (Azorbaycan).
E-mail: aydanlinkin@gmail.com
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Isin praktiki ohomiyyoti milli hiiququn Lansarot konvensiyasmin miiddealar1 ilo
uygunlagdirilmast  {iglin Azorbaycan Respublikasinin  Cinayst Macollosindo  islahatlarin
aparilmasina, xiisusilo 171 vo 171-1-ci maddolors dair formalasdirilmis tokliflordo ifado olunur.
Miiollif millatiistii tonzimloyici orqanin yaradilmasi, habelo hosting-provayderlor {i¢iin mocburi
heslosdirmo standartlarinin vo KYC (Know Your Customer - Miistorini tani) prosedurlarinin totbiqi
zorurati barodo noticoyo golir. “Rogomsal gigiyena” modelino kecid vo internet infrastrukturu
soviyyasindo preventiv todbirlorin goriilmasi transmilli cinayotkar birliklorin foaliyyatinin garsisinin
alinmas1 vo ohalinin an hassas qruplarinin hiiquqlarinin qorunmas {i¢iin yegana somarali yol kimi
nazordon kegirilir.

Acar sozlor: yetkinlik yasina ¢atmayanlarin cinsi istismari, CSAM (Usagqlarin cinsi istismari
materiall), transmilli cinayatkarliq, Azaerbaycan qanunvericiliyi, heslogsdirmo, Qaranliq triada,
dehumanizasiya.
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