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Abstract: The article examines the growing tension between the use of Artificial Intelligence 

(AI) in criminal investigations and the protection of fundamental rights. While AI technologies such 

as facial recognition, predictive policing, and digital forensics promise greater efficiency in law en-

forcement, they simultaneously raise serious concerns related to privacy, equality, non-discrimina-

tion, and the right to a fair trial. The analysis demonstrates that the current legal and doctrinal frame-

work remains insufficiently developed to address these challenges, creating the risk of fragmented 

practices and undermining legal certainty. Drawing on European and international standards, as well 

as recent doctrinal debates, the article highlights the main risks: algorithmic opacity, indirect discrim-

ination, automation bias, and the lack of consolidated jurisprudence regarding Al-generated evidence. 

The article contributes to filling this gap by identifying doctrinal lacunae and proposing research and 

regulatory directions. These include the need for clear procedural standards, mandatory algorithmic 

audits, minimum safeguards for digital evidence, strict limitations on the use of predictive technolo-

gies, and investment in digital literacy for justice professionals. AI should not be rejected as a threat, 

but integrated responsibly into the legal system, ensuring both security and respect for the rule of law. 

Keywords: Artificial Intelligence; Fundamental Rights; Digital Forensics; Privacy and Data 

Protection; Fair Trial; Rule of Law. 

 

1. Introduction 

In recent years, artificial intelligence (AI) has become one of the central topics of international 

legal debate, due to its impact on fundamental rights and the functioning of democratic institutions. 

The adoption of the Artificial Intelligence Act by the European Union in 2024 confirms both the 

urgency of regulating this field and the difficulty of finding a balance between technological innova-

tion and the protection of constitutional values. 

In the field of criminal forensics, the use of AI promises a radical transformation: facial recog-

nition algorithms, predictive analysis tools, and digital evidence processing technologies can signifi-

cantly enhance the efficiency of investigations and crime prevention. However, these instruments 

also pose major risks to fundamental rights — from the right to privacy and equality before the law 

to the right to a fair trial. Algorithmic opacity (the so-called “black box”), the potential for discrimi-

nation, and the lack of uniform standards regarding the admissibility of evidence raise serious con-

cerns for the rule of law. 

Although the legal literature has extensively analyzed the impact of AI on fundamental rights 

and, to some extent, on justice in general, the field of criminal forensics remains largely neglected. 

There is a clear doctrinal gap regarding how new technological tools can be employed in criminal 

 
♦ Moroşteş Anca Florina - Associate Professor, Head of Department of Faculty of Law of “Vasile Goldis” Western 

University of Arad (Romania). E-mail: anca_moro@yahoo.com 



Ю 
ридические науки и образование 

 

 

86 
Artificial Intelligence in Forensic Investigations.  

Doctrinal Gaps, Fundamental Rights and the Rule of Law 
 
 

№ (84) 2026 

 

investigations without undermining fundamental safeguards. In the absence of coherent legal reflec-

tion, practice risks developing in a fragmented manner, with ad hoc and potentially abusive solutions. 

The article argues that the use of AI in criminal investigations generates both significant oppor-

tunities for security and serious risks of violating fundamental rights, in the absence of clear and 

coherent normative frameworks. Its contribution lies in identifying existing doctrinal gaps and pro-

posing research and regulatory directions capable of balancing technological innovation with the rule 

of law. 

2. Fundamental Rights and Artificial Intelligence - Privacy, Equality, Fair Trial 

2.1. Privacy and Data Protection 

One of the fundamental rights most directly affected by the use of artificial intelligence is the 

right to privacy, enshrined in Article 8 of the European Convention on Human Rights [1] and in 

Articles 7 and 8 of the Charter of Fundamental Rights of the European Union [2], The expansion of 

Al-based technologies in the fields of public security and forensics involves the collection and pro-

cessing of massive amounts of personal data, including highly sensitive biometric data such as facial 

images and fingerprints. 

The central issue lies in the fact that facial recognition algorithms and similar technologies can 

be used not only for the specific identification of suspects but also for the generalized surveillance of 

the population. Such practices raise serious concerns regarding the principles of proportionality and 

necessity, as established in the case law of the European Court of Human Rights. [3], where the Court 

has condemned the unlimited retention of biometric data by public authorities. 

Moreover, recent jurisprudence confirms that states are under an obligation to provide adequate 

safeguards against abuses of digital surveillance [4]. 

A further risk derives from algorithmic opacity. When authorities use AI tools to generate 

matches or profiles, the individuals concerned may face decisions that significantly affect their rights, 

without having the possibility to understand the logic and criteria underlying the processing. This 

situation runs counter to the principle of transparency and to the right to an effective remedy, funda-

mental elements enshrined in the General Data Protection Regulation (GDPR, Article 22) and elabo-

rated in legal scholarship [5]. 

Furthermore, the issue of data storage and reuse raises questions related to purpose limitation 

and retention periods. A database initially created for counter-terrorism purposes may later be reused 

for other objectives, thereby amplifying the risk of abuse and of disproportionate expansion of sur-

veillance. In this regard, the European Data Protection Board (EDPB) has emphasized in several 

opinions the need for strict limitations on the use of AI in the field of public security [6]. 

Therefore, the use of AI in forensic activities requires additional legal safeguards: strict limita-

tion of purposes, independent audit mechanisms for algorithms, an obligation to inform data subjects, 

and the possibility to challenge the outcomes generated by automated systems. Without these instru-

ments, the right to privacy risks being excessively subordinated to security considerations. 

2.2. Equality and Non-Discrimination 

Another fundamental right affected by the use of artificial intelligence in forensic investigations 

is the right to equality and non-discrimination, enshrined in Article 14 of the European Convention 

on Human Rights, Article 21 of the Charter of Fundamental Rights of the European Union, and nu-

merous international instruments, including Article 26 of the International Covenant on Civil and 

Political Rights. 
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Facial recognition algorithms and predictive models used in criminal investigations may reflect 

and even amplify biases present in the data on which they are trained. Numerous studies have shown 

that facial recognition systems exhibit significantly higher error rates for women and ethnic minorities 

[7]. In the forensic context, such errors may lead to wrongful identifications, abusive investigations, 

and even unjust convictions. 

The risk of algorithmic profiling further exacerbates these issues. Predictive policing models 

may associate certain neighborhoods or social groups with a higher probability of criminality, gener-

ating a spiral of structural discrimination: the targeted areas become subject to disproportionate sur-

veillance, leading to a greater number of reported crimes, which in turn reinforces the algorithm’s 

initial biases. From a legal perspective, these practices may infringe the principle of equality of arms 

and undermine the right to a fair trial. The European Court of Human Rights has consistently empha-

sized the importance of avoiding indirect discrimination, including in the field of law enforcement. 

In the case of Al-based decision-making, discrimination may become harder to identify due to the 

technical and opaque nature of algorithms. 

To mitigate these risks, legal scholarship has proposed mechanisms of algorithmic accounta-

bility, independent audits, transparency regarding the datasets used, and an obligation for authorities 

to justify the deployment of AI tools in criminal cases [8]. At the European level, the AI Act intro-

duces the classification of certain AI applications as "high-risk," which entails strict requirements 

concerning nondiscrimination and data quality [9]. However, the practical applicability of these 

standards within the field of criminal forensics remains a major challenge. 

2.3. The Right to a Fair Trial 

Another essential fundamental right brought into question by the use of artificial intelligence in 

forensic investigations is the right to a fair trial, enshrined in Article 6 of the European Convention 

on Human Rights and Article 47 of the Charter of Fundamental Rights of the European Union. The 

central issue concerns how evidence generated or supported by AI algorithms can be used in criminal 

proceedings without compromising the principles of adversarial process, equality of arms, and access 

to an effective remedy. 

The use of facial recognition algorithms or predictive systems in identifying suspects raises 

questions regarding the admissibility and reliability of such evidence. For instance, the European 

Court of Human Rights has consistently emphasized that evidence obtained through intrusive means 

must be subject to strict safeguards and must not compromise the overall fairness of the trial. In the 

case of AI, the main difficulty lies in the lack of transparency: the defense does not have access to the 

internal logic of algorithms, which limits its ability to challenge the validity of the evidence. 

This situation contradicts the principle of equality of arms, which requires that each party be 

given a reasonable opportunity to present its case under conditions of parity. When the prosecution 

relies on results produced by AI systems without allowing the defense access to the algorithm's pa-

rameters or training data, there is a risk of a fundamental imbalance. Legal scholarship has already 

highlighted that "black box" algorithms can undermine the right to defense, as they introduce into the 

proceedings non-transparent and unverifiable elements [10]. 

Moreover, Article 22 of the GDPR generally prohibits decisions producing legal effects based 

solely on automated processing, which raises the question of whether courts may accept Al-based 

evidence as the sole or decisive basis for determining guilt. Even when AI is used merely as an aux-

iliary tool, there remains the danger that judges and prosecutors may exhibit an "automation bias," an 

excessive trust in algorithmic outputs [11]. 
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To ensure respect for the right to a fair trial, additional legal safeguards are required: mandatory 

independent auditing of AI systems used in investigations, transparency regarding relevant algorith-

mic parameters, the defense’s right to request independent technical expertise, and the exclusion of 

evidence obtained through systems that fail to meet standards of verifiability and contestability. 

3. Digital Forensics and Artificial Intelligence 

3.1. Facial Recognition and the Identification of Suspects 

Automated facial recognition is among the most widely used applications of artificial intelli-

gence in forensic investigations. This technology promises enhanced efficiency in identifying sus-

pects by comparing video footage or photographs from databases with pre-existing biometric profiles. 

While its practical utility is undeniable, facial recognition raises serious concerns regarding reliability 

and proportionality. 

Recent studies have demonstrated that commercial facial recognition systems display dispro-

portionately high error rates for women and ethnic minorities [12], In the context of criminal investi-

gations, such errors may lead to false identifications, unjustified inquiries, and even wrongful con-

victions. Moreover, the use of facial recognition in public spaces often amounts to a form of mass 

surveillance, contrary to the case law of the European Court of Human Rights concerning the propor-

tionality of interferences with the right to privacy. 

At the European level, the Artificial Intelligence Act (2024) classifies facial recognition in pub-

lic spaces as a “high-risk” technology and imposes strict restrictions, including limiting its use to 

exceptional cases such as the fight against terrorism. However, the effective application of these 

standards depends on their transposition into national legislation and on the existence of robust judi-

cial oversight mechanisms. 

Thus, while facial recognition can serve as a valuable tool for forensic purposes, its use must 

be conditioned upon clear legal safeguards, such as restriction to exceptional circumstances, prior 

judicial authorization, independent audits of algorithmic accuracy, and the defense’s right to chal-

lenge the reliability of such evidence. 

3.2. Predictive Analysis and Anticipated Criminality 

An emerging domain of artificial intelligence use in forensic investigations is predictive analy-

sis, also known as predictive policing. This approach involves the use of algorithms to identify areas, 

time frames, or individuals with a high probability of involvement in criminal activities. Although 

proponents argue that such tools can increase the efficiency of police resource allocation and prevent 

crimes before they occur, their effects on fundamental rights remain deeply controversial. 

In practice, predictive algorithms risk creating a spiral of structural discrimination. Historical 

crime data often reflect institutional or social biases, and their integration into predictive models leads 

to the reinforcement of these biases. Studies conducted in the United States have shown that programs 

such as PredPol resulted in disproportionate surveillance of neighborhoods inhabited by minorities, 

without any significant reduction in crime rates. This situation contravenes the principle of propor-

tionality and may give rise to indirect discrimination prohibited under Article 14 of the ECHR and 

Article 21 of the Charter of Fundamental Rights of the European Union. 

Another major risk concerns the excessive automation of policing decisions. When police of-

ficers rely mechanically on algorithmic recommendations, there is a danger of diminishing human 

judgment and transforming law enforcement into a mere executor of “black box” decisions. From a 

legal perspective, this affects not only the fundamental rights of the individuals concerned but also 

public trust in the impartiality of law enforcement institutions. 
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At the European level, debates on predictive policing remain limited; however, the Artificial 

Intelligence Act (2024) explicitly classifies profiling models aimed at criminal prevention as “high-

risk” applications, subject to strict requirements of transparency, accuracy, and algorithmic auditing. 

Nevertheless, the lack of clear mechanisms for verifying compliance with these standards raises ques-

tions regarding their actual effectiveness. 

A concrete example is the PredPol system, initially used in U.S. cities such as Los Angeles and 

Chicago. This algorithm purported to identify “crime hotspots” based on historical data. In practice, 

however, journalistic and academic investigations revealed that the system led to disproportionate 

surveillance of minority neighborhoods without any real reduction in reported crime. This situation 

illustrates the risk of structural discrimination, as the algorithm merely reproduced and amplified pre-

existing biases embedded in police data. From a legal standpoint, such mechanisms would contravene 

the principles of proportionality and the prohibition of indirect discrimination, as enshrined in Article 

14 of the ECHR and Article 21 of the Charter of Fundamental Rights of the EU. 

Thus, predictive analysis may serve as a useful instrument for security resource planning, but 

its use must be accompanied by strict legal safeguards: independent audits, a prohibition on the ex-

clusive use of AI in decisions affecting individual liberty, and effective mechanisms for challenging 

algorithmic determinations. 

3.3. Digital Evidence and Its Admissibility in Court 

Another sensitive aspect of the use of artificial intelligence in forensic investigations concerns 

the admissibility and validity of digital evidence generated or supported by algorithms. In an era when 

electronic data already constitutes a significant part of the evidentiary material in criminal proceed-

ings, the role of AI is becoming increasingly prominent — from metadata analysis and communica-

tion pattern detection to the identification of suspicious transactions within blockchain networks. The 

main issue lies in the reliability and verifiability of digital evidence. According to the case law of the 

European Court of Human Rights-, the fairness of a trial must be assessed as a whole, and evidence 

obtained through intrusive or questionable means must not compromise the overall fairness of the 

proceedings. In the case of Al-generated evidence, the major difficulties stem from the lack of algo-

rithmic transparency and the limited ability of the defense to request independent expertise on the 

technical mechanisms that produced the evidence. 

Recent legal scholarship emphasizes that Al-based digital evidence risks creating an asymmetry 

of power between prosecution and defense: the accused party lacks access to the training data or the 

internal logic of the system, which contravenes the principle of adversarial proceedings [13]. Further-

more, courts have begun to debate whether there is a distinction between digital evidence explicitly 

recognized as AI- generated and that which is not labeled as such. A 2025 study shows that judges 

fluctuate between accepting such evidence as auxiliary technical proof and rejecting it in the absence 

of methodological transparency. 

Another contemporary issue concerns the standards of integrity applicable to digital evidence. 

In 2025, UNESCO and the International Association of Prosecutors issued a dedicated guideline em-

phasizing that the chain of custody for digital evidence must include verification of any AI technolo-

gies used in the collection and analysis process. This recommendation reflects a growing tendency to 

tighten requirements on traceability and technical auditing of evidence, in order to prevent manipu-

lation and algorithmic errors [14], 

Therefore, to ensure respect for the right to a fair trial, national legislation and judicial practice 

should impose minimum standards of transparency and verifiability for Al-generated evidence. In the 
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absence of such standards, there is a risk of divergent practices among jurisdictions and of judicial 

decisions based on evidence that cannot be effectively challenged. 

In Romania, litigation concerning the use of body cameras (body-cams) by public authorities 

has raised similar concerns. In 2023, the National Authority for the Supervision of Personal Data 

Processing (ANSPDCP) prohibited the processing and ordered the deletion of data collected by the 

National Authority for Consumer Protection (ANPC) through body-cams, finding that there was no 

legal basis for processing facial images and voice recordings. Subsequently, the Bucharest Court of 

Appeal and the Constanta Court of Appeal confirmed similar solutions in cases involving local police 

authorities, emphasizing that the lack of a clear legal framework affects the admissibility and proba-

tive value of digital evidence. This jurisprudence demonstrates how, in the absence of explicit legal 

safeguards, digital evidence can become contestable before courts. 

Recent jurisprudence also confirms the practical difficulties faced by courts. In the United 

States, judges have had to decide on the admissibility of Al-generated evidence, particularly in cases 

involving digital analysis and facial recognition. A 2025 report indicates that courts tend to accept 

evidence explicitly acknowledged as Al-generated (such as automated image analysis), but impose 

stricter standards for evidence not formally recognized as such, precisely due to the lack of method-

ological transparency [15]. This trend illustrates that, in the absence of general principles, judicial 

practice risks becoming fragmented and unpredictable, thereby undermining legal certainty. 

4. Risks and Doctrinal Gaps 

4.1. Lack of a Coherent Normative Framework 

Although the European Union adopted the Artificial Intelligence Act in 2024, the regulation 

focuses primarily on classifying AI applications according to their level of risk and on general tech-

nical requirements. In the criminal and forensic domain, its provisions remain vague and fragmented, 

without establishing clear procedural standards concerning the admissibility of evidence, the rights 

of the defense, or mechanisms for contestation. Legal scholarship highlights that, at this stage, the 

underdeveloped regulatory framework may foster divergent practices among Member States, thereby 

undermining legal certainty and the principle of foreseeability [16]. 

4.2. Algorithmic Opacity (the “Black Box Problem”) 

One of the most significant doctrinal risks lies in the impossibility of verifying how an algo-

rithm has generated a specific conclusion. Unlike traditional forensic methods, which can be subject 

to expert examination and replication, AI systems— particularly those based on machine learning—

operate through statistical correlations that are difficult to explain. This may create a structural asym-

metry between prosecution and defense, calling into question the principles of adversarial proceed-

ings and equality of arms. 

4.3. Indirect Discrimination and Lack of Effective Oversight 

Although recent literature has documented numerous cases of algorithmic bias, the current doc-

trinal framework still fails to provide clear solutions for identifying and sanctioning indirect discrim-

ination produced by AI systems. The problem is further exacerbated by the absence of mandatory 

audit mechanisms and by the voluntary nature of many best-practice guidelines issued by interna-

tional bodies. In the absence of effective oversight, AI risks reproducing and amplifying pre-existing 

social inequalities. 
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Another risk identified by legal scholarship is the tendency to grant algorithms excessive au-

thority, a phenomenon known as automation bias. Criminal justice practitioners — police officers, 

prosecutors, and even judges - may display disproportionate trust in Al-generated outcomes, perceiv-

ing them as more objective than human decisions. In reality, these results are deeply dependent on 

the quality of the data and the parameters of system design. This tendency threatens to erode the role 

of human judgment and to transform AI from an auxiliary tool into a quasi-determinative decision-

making factor. 

4.5. Lack of Consolidated Jurisprudence 

Although there are already relevant judgments of the European Court of Human Rights con-

cerning digital surveillance and the right to privacy (S. and Marper v. the United Kingdom, Big 

Brother Watch v, the United Kingdom), there is not yet a consolidated body of case law regarding 

Al-generated evidence or predictive policing. National courts oscillate between accepting and reject-

ing such evidence, creating an area of doctrinal and practical uncertainty. Recent legal scholarship 

has observed that courts tend to approach these cases in a fragmented manner, avoiding the formula-

tion of general principles applicable to Al-based evidence. 

5. Conclusions 

The present analysis has highlighted the structural tension between the forensic efficiency 

brought by artificial intelligence and the necessity of protecting fundamental rights. On the one hand, 

AI provides significant opportunities for the investigation and prevention of crime through facial 

recognition, predictive analysis, and the processing of digital evidence. On the other hand, these in-

struments raise major concerns related to privacy, non-discrimination, and the right to a fair trial. The 

main contribution of this article lies in identifying the doctrinal gap concerning the use of AI in fo-

rensic investigations and in proposing directions for regulation and research aimed at ensuring a bal-

ance between security and liberty. Among these are: strengthening the European regulatory frame-

work through clear procedural standards, introducing mandatory algorithmic auditing, developing 

standards for digital evidence, restricting the use of facial recognition and predictive analysis to 

strictly regulated situations, and investing in the training of justice professionals. Rather than being 

viewed as a threat, AI should be understood as a legal and ethical challenge. The solution is not to 

reject innovation, but to integrate it within a normative and institutional framework capable of safeguarding 

the fundamental values of the rule of law. In this respect, dialogue between legal scholarship, legislators, 

and practitioners becomes essential. 

Thus, the balance between security and fundamental rights is not a utopian goal but a realistic 

course of action, provided that AI regulation remains proportional, transparent, and oriented toward 

the protection of human dignity. 
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Məhkəmə Təhqiqatlarında Süni İntellekt. Doktrinal Boşluqlar,  

Əsas Hüquqlar və Hüququn Aliliyi 

 

Xülasə: Məqalə cinayət təhqiqatlarında Süni İntellektin (Sİ) istifadəsi ilə əsas hüquqların 

müdafiəsi arasında artan gərginliyi araşdırır. Üzün tanınması, proqnozlaşdırıcı polis fəaliyyəti və 

rəqəmsal kriminalistika kimi Sİ texnologiyaları hüquq-mühafizə orqanlarında daha böyük səmərəlilik 

vəd etsə də, onlar eyni zamanda məxfilik, bərabərlik, ayrı-seçkiliyə yol verilməməsi və ədalətli 

məhkəmə araşdırması hüququ ilə bağlı ciddi narahatlıqlar doğurur. Təhlil göstərir ki, mövcud hüquqi 

və doktrinal çərçivə bu çağırışları həll etmək üçün kifayət qədər inkişaf etməmişdir və bu da 

pərakəndə təcrübə riski yaradır və hüquqi müəyyənliyi sarsıdır. Avropa və beynəlxalq standartlara, 

həmçinin son doktrinal müzakirələrə əsaslanaraq, məqalə əsas riskləri vurğulayır: alqoritmik qeyri-

şəffaflıq, dolayısı ayrı-seçkilik, avtomatlaşdırma tərəfkeşliyi və Sİ tərəfindən yaradılmış sübutlarla 

bağlı vahid məhkəmə təcrübəsinin olmaması. Məqalə doktrinal boşluqları müəyyənləşdirərək, 

tədqiqat və tənzimləmə istiqamətlərini təklif etməklə bu boşluğun doldurulmasına töhfə verir. 

Bunlara aydın prosessual standartlara ehtiyac, məcburi alqoritmik auditlər, rəqəmsal sübutlar üçün 

minimum təminatlar, proqnozlaşdırıcı texnologiyaların istifadəsinə dair ciddi məhdudiyyətlər və 

ədliyyə mütəxəssislərinin rəqəmsal savadlılığına investisiya qoyuluşu daxildir. Sİ təhlükə kimi rədd 

edilməməli, əksinə həm təhlükəsizliyi, həm də hüququn aliliyinə hörməti təmin edərək hüquq 

sisteminə məsuliyyətlə inteqrasiya edilməlidir. 
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Искусственный интеллект в судебно-следственной деятельности.  

Пробелы в доктрине, основные права и верховенство права 

 

Аннотация: Рассматривается растущее напряжение между использованием искусствен-

ного интеллекта (ИИ) в расследовании преступлений и защитой основных прав. Хотя такие 

технологии ИИ, как распознавание лиц, прогностическая полицейская деятельность и цифро-

вая криминалистика, обещают большую эффективность в правоохранительной деятельности, 

они одновременно вызывают серьезные опасения, связанные с неприкосновенностью частной 

жизни, равенством, недопущением дискриминации и правом на справедливое судебное разби-

рательство. Анализ показывает, что текущая правовая и доктринальная база остается недоста-

точно разработанной для решения этих проблем, создавая риск фрагментированной практики 

и подрывая правовую определенность. Опираясь на европейские и международные стандарты, 

а также на недавние доктринальные дискуссии, статья выделяет основные риски: алгоритми-

ческую непрозрачность, косвенную дискриминацию, предвзятость автоматизации и отсут-

ствие консолидированной судебной практики в отношении доказательств, сгенерированных 

ИИ. Статья способствует восполнению этого пробела путем выявления доктринальных лакун 

и предложения исследовательских и нормативно-правовых направлений. К ним относятся 

необходимость четких процессуальных стандартов, обязательные алгоритмические аудиты, 

минимальные гарантии для цифровых доказательств, строгие ограничения на использование 

прогностических технологий и инвестиции в цифровую грамотность специалистов в сфере 

правосудия. ИИ следует не отвергать как угрозу, а ответственно интегрировать в правовую 

систему, обеспечивая как безопасность, так и уважение к верховенству права. 

Ключевые слова: Искусственный интеллект; основные права; цифровая криминали-

стика; неприкосновенность частной жизни и защита данных; справедливое судебное разбира-

тельство; верховенство права. 
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