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Objective Elements of Criminal Offences and
Causation in the Digital Environment

Abstract: The article examines the conditions under which technical changes caused by digital
interference constitute legally significant results under Azerbaijani criminal law and can be attributed
to conduct. The study aims to identify the boundaries between a technical event, factual causation
and legal assessment. It combines formal legal and doctrinal analysis with problem-focused compar-
ison. Azerbaijani legislation and selected judicial positions are compared with legislative, judicial
and scholarly materials from Germany and the United States. The article does not automatically trans-
fer foreign solutions into national law, makes no statistical generalisations and uses technical exam-
ples as hypothetical models. The analysis shows that alteration of data, interference with a system’s
operation, impairment of authenticity and loss of property are distinct legal results. A harm require-
ment not specifically imposed by law should not be added to the elements of an offence, and a re-
quired result should not be replaced by a description of danger. In cases involving multiple interven-
tions, the analysis distinguishes a jointly produced result, independently sufficient causes and eviden-
tial uncertainty in identifying the person who caused the result. The unit of analysis is determined
from conduct attributed to a person on the basis of evidence, before focusing on an individual packet.
Another finding is that a system’s vulnerability and a third party’s subsequent decision do not auto-
matically break the causal link. In cases of omission, technical ability does not replace a legal duty to
act. The basis of that duty and whether the specific result could have been prevented are examined
separately. An expert’s technical finding does not replace the legal conclusion on whether the ele-
ments of an offence are satisfied and on fault. The article proposes a sequential assessment of indi-
vidual conduct, the factual mechanism, alternative causes and legal attribution. The value of the ap-
proach lies in clarifying the questions answered by digital evidence and preserving the statutory limits
of liability. The proposal does not create a new general offence and is not presented as an empirically
validated model. The article shows that difficulties of interpretation, insufficient evidence and a gen-
uine legislative gap must be distinguished before legislation is amended.

Keywords: legality; data integrity; service availability; multiple causation; omission; electronic
evidence; expert opinion; individual liability.

Introduction

In digital interference, issuing a command, executing a program, altering data, interrupting a
service and causing subsequent harm occur at different stages. Their sequence is not sufficient to
attribute all the consequences to the same person. The article asks: under what conditions does a
technical effect constitute the result required by an offence and become linked to specific conduct?
The aim is to establish the justified limits of this transition in Azerbaijani criminal law. The central

* Musayev Erkin - Doctoral student, Department of Criminal Law and Criminology, Baku State University (Azerbai-
jan). Email: musayev2022@gmail.com

[Ng (81 2025] H)PHanieckue Haykn 1 05pasoBative




Objective Elements of Criminal Offences and 97
Causation in the Digital Environment

argument is that the technical event, factual causation and legal attribution of the result must be ex-
amined separately.

The study is based on formal legal, doctrinal and problem-focused comparative analysis. Azer-
baijani provisions and selected judicial positions are compared with German and United States ma-
terials. The foreign sources have been selected to distinguish problems of causation, rather than to
transfer grounds of liability into domestic law. No statistical generalisation or testing is undertaken.
The examples concerning traffic flows and a system administrator are hypothetical. The proposed
contribution is a sequential examination of the applicable provision, individual conduct, the factual
mechanism, alternative causes and legal attribution.

1. Technical Change and the Result Required by Law

Under Articles 3 and 5 of the Criminal Code of the Republic of Azerbaijan (CC), liability re-
quires all the statutory elements of the offence, and the application of criminal law by analogy is
prohibited [3, Arts. 3, 5.1-5.2]. The analysis must therefore begin with the specific statutory defini-
tion rather than a general description of a cyberthreat. The target of interference must also be distin-
guished from harm to the protected relationship: an electronic record may be a target of interference,
a means leading to property loss and a piece of evidence. These functions require separate legal jus-
tification.

H.R. Jafarov identifies conduct as a necessary element of all offences, while distinguishing the
result and causation as necessary elements of result-based offences [5, pp. 7-8]. The Constitutional
Court’s decision of 7 January 2021 concerning Article 332.3 of the CC also distinguishes conduct-
based and result-based offences in this respect [2, reasoning]. When the general distinction stated in
the decision is applied to a specific digital act, the relevant statutory definition must provide the basis.
The existence of a technical trace does not introduce a harm requirement that the provision does not
separately impose.

Article 271.1 of the CC does not require separate property loss or disruption of a system’s
operation. However, the absence of a right of access, the alternative additional conditions in the stat-
utory definition and intent must be examined [3, Art. 271.1]. A recorded connection attempt may not
show that access actually occurred. Article 273.1 of the CC, by contrast, requires the listed forms of
interference with data to cause significant harm; paragraph 1 of the Note defines this as damage ex-
ceeding one thousand manats or other substantial harm to interests protected by law [3, Art. 273.1
and Note, para. 1]. Deletion of a file, the resulting harm and the statutory threshold are separate mat-
ters for examination.

Article 273.2 of the CC concerns serious hindrance to a system’s operation. Under paragraph 2
of the Note, a substantial restriction of the ability to use the system or exchange information with
other systems must be assessed [3, Art. 273.2 and Note, para. 2]. Functional impairment must be
established even where no financial loss is shown; a complete shutdown is not the only criterion.
Under the proposed approach, the restricted function, duration and intensity are substantiated in rela-
tion to the system’s purpose. A uniform threshold measured in seconds or traffic volume does not
replace the statutory criterion of significance. The impairment of authenticity under Article 273-2 of
the CC also differs from unavailability: data may remain readable while being falsified. The purpose
of presenting or using false data as authentic must also be examined separately [3, Art. 273-2].

The German Criminal Code (StGB) addresses interference with data, significant disruption of
important data processing and property loss caused by influencing processing in separate offences [8,
§§ 303a(1), 303b(1), 263a(1)]. The 2024 official edition of United States law likewise distinguishes
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“damage”, denoting impairment of integrity and availability, from “loss”, which includes response,
assessment and restoration costs and economic losses arising from service interruption [9, §
1030(e)(8), (11)]. The author’s proposal drawn from this comparison is to distinguish restoration
costs from expenditure on upgrading the system beyond its previous condition. No expenditure is
excluded in advance. Its connection with the interference and its necessity must be substantiated.

In Pulte Homes, allegations that numerous calls and messages had reduced communication ca-
pacity were examined. The United States Court of Appeals for the Sixth Circuit reinstated the trans-
mission claim, while finding that unauthorised access had not been sufficiently alleged in relation to
the use of open communication channels [10, opinion, pp. 6-8, 10-12]. This was a review of the
initial dismissal of a civil claim, and the facts were assumed to be true at that stage. The decision does
not establish criminal fault; it shows that functional harm is not the same element as unauthorised
access. Under domestic law, each result must be established according to its own statutory definition.

2. Factual Causation and Multiple Interventions

The initial question of factual causation is whether the particular result would have occurred in
those circumstances without the person’s conduct. The “conditio sine qua non” approach examines
the result by mentally removing the conduct. Moore explains the traditional distinction between fac-
tual and legal causation and its disputed boundaries [6, §§ 2.1-2.3]. Temporal proximity does not
replace the causal mechanism. Each link between blocking data, delaying an operation and financial
loss requires separate proof. Jafarov likewise explains that temporal sequence is insufficient [5, pp.
9-10]. Establishing the factual connection is not proof of fault, and the CC excludes liability for harm
caused without fault [3, Arts. 7.1-7.2].

In Burrage v. United States, the expert conclusion that heroin had contributed to death together
with other substances did not establish that it was a necessary cause. Under the particular federal drug
provision, and where an independently sufficient cause had not been proved, the United States Su-
preme Court applied the necessary-cause requirement, reversed the conviction on the second count
and remanded the case [11, pp. 206211, 218-219]. This was neither a complete acquittal nor a cy-
bercrime decision. The Court neither accepted nor rejected a special rule for independently sufficient
concurrent causes [11, p. 215]. A necessary cause therefore does not mean the sole cause, and the
decision does not establish a universal rule of digital causation.

Disruption of a service through numerous requests allows three situations to be distinguished.
In the first, each of two traffic flows remains below a harmful threshold on its own, but together they
cause a serious hindrance. In the second, each flow is independently sufficient to produce the result,
and both actually contribute to it. In the third, only one intervention caused the result, but which one
remains unidentified. A result produced jointly, concurrent sufficient causes and failure to establish
through evidence which intervention caused the result are not the same problem. Resolving them
under the single label “multiple causation” would conflate actual causal contribution with evidential
uncertainty.

The “NESS” approach presented by Moore seeks a necessary element within a set of conditions
sufficient for the result and shows the limitations of the simple removal test in cases of concurrent
causes [6, §§ 5.1.1-5.1.2]. A theoretical criterion does not, however, determine the unit of conduct
by itself. Requiring each packet to be necessary on its own may distort the legal assessment of a large-
scale attack, but this does not imply liability for every technical participant. The unit of analysis is
specific conduct attributed to a person through evidence. A continuous flow controlled by one person
must not be combined without justification with flows generated by people unaware of one another.
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Complicity cannot be inferred merely from targeting the same system, nor can it fill a gap in the proof
of causation.

3. Legal Attribution, Subsequent Conduct and Omissions

Once factual causation has been established, the legal significance of the result must be exam-
ined. Developing a program or opening an account may be among the conditions that lead to later
harm. Treating all such conditions as causes for the purposes of criminal law would extend liability
without clear limits. Legal attribution here means explaining how the factual effect relates to the
conduct prohibited by the provision and the interest it protects. It does not create a new ground of
liability. The objection that requiring a clearly established causal link may weaken protection in com-
plex systems should be considered. However, replacing the specific result required by law with an
increase in risk would change the structure of the offence. Difficulty of proof does not remove a
statutory element.

A pre-existing vulnerability does not, by itself, break the link between the attack and the result.
Nor can it be presumed that every person who breached a security rule caused that result. The way in
which the exploited vulnerability affected the result must be established. The absence of a backup
may not cause the initial deletion, but it may affect the possibility of recovery. The occurrence of
harm and its increase are separate questions. Subsequent human conduct does not automatically break
the link either. Under Article 178.1 of the CC, the transfer of property by a person deceived through
phishing may form part of the deception mechanism [3, Art. 178.1]. An independent later decision
and an automated operation must, however, be assessed separately.

Peters first examines the link between the encryption of a hospital system and a patient’s death
by asking whether earlier treatment would have saved the patient’s life. He then analyses the diversion
to another hospital as a response to the initial danger [7, pp. 17-18]. This is a conditional doctrinal
model, not a judicial finding on the cause of death. The model shows that interruption of a service
and loss of life raise different questions of causation. Not every response should be treated as a con-
tinuation of the initial interference: whether it reduces the earlier danger, creates an independent new
risk or affects the final result must be distinguished. An error in the response does not automatically
mean that the causal link is broken.

In cases of omission, technical ability must be distinguished from a legal duty. Jafarov’s medi-
cal example examines both the objective possibility of providing assistance and whether it would
prevent the result [5, p. 16]; a medical duty cannot be equated with an administrator’s duty. Section
13(2) of the German Criminal Code (StGB) requires a legal obligation to prevent the result and equiv-
alence between the omission and commission of the offence through a positive act [8, § 13(1)]. This
foreign rule does not mean that the same general provision exists in national law. A contract or an
instruction may clarify a duty, but it does not replace the statutory elements of an offence. Negligent
conduct is also an offence only in the cases provided for in the Special Part [3, Arts. 3, 5.1-5.2, 24.2].

If, hypothetically, an administrator fails to intervene despite a warning, the content of the warn-
ing, the administrator’s authority, the ability to act and the timing of any possible measure must be
established. The next question is whether the required measure would have prevented the particular
result in dispute. If the measure became possible only after the result occurred, the failure to take it
earlier cannot be treated as the cause of that result. If the attack exploited another vulnerability that
the measure would not have addressed, a link between a general breach of duty and the specific harm
must not be presumed. The source of the duty, the possibility of prevention and the applicable offence
require separate justification.
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4. The Limits of Moving from Evidence to Legal Assessment

A log may show the time and technical address of an operation, while analysis of a program
may reveal how it produced an effect. The reliability of the data, attribution of conduct to a person
and whether the result arose from that conduct are not interchangeable questions. A link between an
account and a person does not show that the person performed every operation. The rules of the Code
of Criminal Procedure on matters to be proved and the assessment of evidence provide a basis for this
distinction [4, Arts. 139.0.1-139.0.4, 145]. An expert opinion has no predetermined superior eviden-
tial weight [4, Arts. 127.3, 144-145].

Resolution No. 5 of the Plenum of the Supreme Court, dated 15 November 2013, emphasises
that questions of guilt and legal assessment must not be entrusted to an expert [1, paras. 19-20]. The
guidance concerns transport cases and is used here only as a methodological comparison. An expert
may examine which command changed which data and whether an alternative malfunction explains
the result. The court, however, must explain whether the change meets the statutory threshold of
‘significant harm’ or ‘serious hindrance’. This does not diminish the expert’s role; it makes the tran-
sition from a technical finding to a legal conclusion clear.

Where the result required by law has not been established, the basis for finding a completed
offence is also limited. Article 27.1 of the CC links completion to the presence of all the elements of
the offence, while Article 29 sets out separate conditions for attempt [3, Arts. 27.1, 29]. The start of
an attack does not show that a serious hindrance has occurred. Conversely, the absence of a result
does not automatically mean either an absence of liability or an attempt: the stage of execution, what
the conduct was directed towards and the existence of another completed offence must be examined
separately. This distinction prevents gaps in the facts from being filled by legal assumptions.

Jafarov’s proposal for a general statutory definition of causation may promote consistency in
terminology [5, p. 8]. Nevertheless, a definition cannot itself resolve questions involving different
results, parallel causes or the source of a duty in cases of omission. Before a legislative proposal is
made, it is necessary to determine whether the problem arises from interpretation, insufficient evi-
dence or a genuine gap in the law. The need for a new provision can be justified only after this dis-
tinction has been made.

Conclusion

Five stages are proposed for assessing a digital result: identifying the specific provision and the
result it requires, the conduct attributed to the person, the factual mechanism that produced the result,
alternative and concurrent causes, and the legal attribution of the factual effect within the limits of
that provision. This sequence helps distinguish harm, functional disruption and changes in authentic-
ity, and prevents technical involvement from being treated as a substitute for causation. Fault and
complicity are assessed separately. The practical usefulness of the model should be tested through its
subsequent application to selected cases; no empirical validation is claimed here.

No firm conclusion is drawn on the need for a new general provision. When existing offences
are applied, technical uncertainty must not be resolved by legal assumptions. The selected judicial
materials do not represent national practice as a whole, and foreign approaches cannot provide
grounds for extending the elements of offences under Azerbaijani legislation.
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Cinayat torkibinin obyektiv salamatlori
vd ragamsal miihitds sababli slaqa

Xiilasa: Maqalado ragomsal miidaxile naticasinds yaranan texniki doyisikliklorin Azarbaycan
cinayot hiiququnda hansi sortlorlo hiiquqi oshomiyyatli notico sayilmasi vo davranisa aid edilmosi
aragdirilir. Toadqiqatin moagsadi texniki hadisa, faktiki sabobli alage va hiiquqi qiymatlondirmas arasin-
daki sorhadlori miisyyonlogdirmokdir. Arasdirma formal-hiiquqi vo doktrinal tohlili problem iizra
miiqayisa ilo birlosdirir. Azorbaycan qanunvericiliyi va se¢ilmis mohkomo movqelori Almaniya vo
Amerika Birlogmis Statlarinin normativ, mahkomo vo elmi materiallar1 ilo miiqayiss olunur. Moqal-
odo xarici hollorin milli hiiquga avtomatik kogciiriilmasine yol verilmir, statistik timumilosdirmo
aparilmir, texniki niimunslor hipotetik model kimi istifads edilir. Tohlil gdstorir ki, verilonin
doyismosi, sistemin foaliyyotine manes, autentikliyin pozulmasit vo omlak itkisi forqli hiiquqi
naticalordir. Qanunun ayrica tolob etmodiyi zorar sorti torkibo alavo olunmamali, tolob olunan natico
189 tohliiks tosviri ilo avoz edilmomalidir. Coxsayli miidaxilalords birlikds yaranan naticoe, miistaqil
kifayst edon sobablor vo sobobkarin miioyyanlosdirilmasinds siibut qeyri-miioyyanliyi forqlondirilir.
Tohlilin vahidi ayr1 paketdon avval siibutla soxso aid edilmis davranis osasinda miioyyanlogdirilir.
Noaticolordon biri do odur ki, sistemin zoaifliyi vo liglincli soxsin sonraki qorart sabobli alageni
avtomatik kosmir. Horokatsizlikdo texniki imkan hiiquqi harokat vozifosini ovoz etmir.Vazifonin asas1
vo konkret naticonin garsisinin alinmasi ayrica yoxlanilir. Ekspertin texniki qonaati cinayet torkibine
uygunluq va togsir barads hiiquqi naticanin yerini tutmur. Magalads fordi davranis, faktiki mexanizm,
alternativ sobablor vo hiiquqi aidetmadoan ibarat ardicil yoxlama toklif edilir. Yanasmanin ochomiyyati
rogomsal siibutlarin cavablandirdigi suallar1 doqiglosdirmok vo mosuliyystin qanuni hadlorini
gorumagqdir. Toklif yeni timumi cinayat torkibi yaratmir vo empirik tosdiglonmis model kimi togdim
edilmir. Qanunvericilik doyisikliyindon avval tofsir ¢atinliyi, siibut ¢atismazlig1 vo haqiqi normativ
bosluq ayrilmali oldugu gostarilir.

Acar sozlor: qanunguluqg; verilonlorin biitdvliyii; xidmatin slgatanli1; coxsaboblilik; horokot-
sizlik; elektron siibut; ekspert royi; fordi mosuliyyaot.
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O0beKTHBHbBIE NPU3HAKHU COCTABA MPeECTYIJIEHUS M PUYUHHAA CBsI3b B HU(POBOii cpene

AHHOTanus: B cratbe uccienyrorcst yCiuoBus, pyu KOTOPBIX TEXHUYECKUE N3MEHEHHS], BO3HUK-
1€ BCIIEICTBUE HU(PPOBOTO BMEIIATEIbCTBA, IPHU3HAIOTCS IOPUIMYECKH 3HAYMMBIMH TTOCIICICTBUSIMU
B YTOJIOBHOM TipaBe A3epOaiiykana 1 MOTYT ObITh OTHECEHBI K OIpe/IeIEHHOMY noBeieHuto. Llens nc-
CIIEIOBAHMSI — YCTaHOBUTH MPAHUIIBI MKy TEXHUYECKUM COOBITHEM, (DAaKTHUECKOM IPUUNHHOM CBSI-
3b10 ¥ IIPAaBOBOM OLIeHKOM. MccenoBanue coueraet popManbHO-IOPUINUYECKUHN U JOKTPUHAIbHBINA aHa-
JIM3 CO CPAaBHEHHEM I10 paccMaTpUBaeMoi npobiieme. 3aKOHOAATEeNbCTBO A3epOaiikaHa U OT/Ie/IbHbIE
CyieOHbIEe O3UIMU COMIOCTABIISIFOTCS. C HOPMATHUBHBIMU, Cy/1eOHBIMHM U HAy4YHbIMH MaTepuanamu ['ep-
maHuu U Coeannénnbix llITaroB Amepuku. B crathe He 10MmycKaeTcst aBTOMAaTHUECKUI IEPEHOC 3apy-
O€XHBIX PELICHUI B HAIIMOHAJIBHOE MPaBO, HE MPOBOJUTCS CTATUCTUYECKOE 000O0IIEeHHE, a TeXHUYEe-
CKHUE IPUMEPBI UCIIOJIB3YIOTCS KaK TUIIOTETUYECKHE MOAETH. AHAIIN3 TOKA3bIBAET, YTO U3MEHEHHE J1aH-
HBIX, BOCIIPEMSITCTBOBaHUE PadOTe CUCTEMbI, HAPYIIEHUE ayTEHTUUYHOCTH U UMYIIECTBEHHAs MOTEPSI
IIPEACTABIIOT COOOM pa3Hble IOPUANYECKHE IOCIEACTBUS. B cocTaB npecTyIuieHus He ciaeayeT 100aB-
JSATH yCJIOBUE TPUYMHEHUS Bpea, KOTOPOTO 3aKOH OTIEIBbHO HE TpeOyeT, a TpeOyeMoe MOCIeICTBUE
HeJb3s1 3aMEHATh OMMCaHWEeM ONAcHOCTU. IIpy MHOKECTBEHHBIX BMELIATENLCTBAX PA3TPAaHUYUBAIOTCS
COBMECTHO BO3HHUKILEE MOCIIEACTBUE, HE3aBUCUMO JI0CTaTOYHbIE IPUUMHBI U JOKA3aTEIIbCTBEHHAS HE-
OIIPENIENIEHHOCTD IPU YCTaHOBJIEHUH JINLA, IPUYMHUBILETO ITOceACTBUE. EnnHuna anannsa onpeaens-
€TCs Ha OCHOBE ITOBEJICHUS, OTHECEHHOT'O K JIMILY IIOCPEICTBOM JJOKA3aTENIBCTB, IPEXKAE YEM paccMaT-
pHUBaTh OTIENBHBIN NakeT. OAHH U3 BBIBOJOB COCTOUT B TOM, YTO YSI3BUMOCTb CUCTEMBI U ITOCIIETYIOILEE
pelleHre TPETHETO JIMLIA HE MPEePhIBAIOT MPUUMHHYIO CBSA3b aBTOMaTuyecku. [Ipu Oe3neiicTBumn TexHu-
4ecKasi BO3MOKHOCTb HE 3aMEHSIET IIPAaBOBYIO O0S3aHHOCTD JielcTBOBaTh. OCHOBAHUE O0SI3aHHOCTU U
MIPEJOTBPATUMOCTh KOHKPETHOTO IOCIEACTBHS MPOBEPSIIOTCA OTIENbHO. TeXHUYECKUil BBIBOJ IKC-
repTa He 3aMEHSeT IPAaBOBOI'0 BBHIBOJIA O COOTBETCTBUM IPU3HAKAM COCTaBa MPECTYIUIEHU U O BUHE. B
CTaThe MpeyIaraeTcst mocjae oBaTebHas MPOBEpKa MHIUBHIYyIbHOTO TIOBEJICHUS, (PaKTUYECKOTO Me-
XAaHU3Ma, AJIbTEPHATUBHBIX IPUYHH U FOPUINYECKOTO BMEHEHUS. 3HAUE€HUE MTOAX0a COCTOUT B yTOU-
HEHUH BOIPOCOB, Ha KOTOpPbIE OTBEYAIOT LU(POBbIE TOKA3aTEIbCTBA, U B COXPAHEHNHU 3aKOHHBIX Ipe-
JIeJIOB OTBETCTBEHHOCTH. [Ipeuioskenne He co3aéT HOBOTO OOIIEro cocTaBa MPECTYIUICHUS U He TIpeI-
CTaBJISIETCS KaK SMIUPUYECKU MOATBEPKAEHHAS Moienb. [lokazaHo, 4TO 10 M3MEHEHHUs 3aKOHO1aTeNhb-
CTBa CJIEAyeT pa3rpaHUuMBaTh TPYAHOCTU TOJIKOBaHMS, HEJOCTATOUYHOCTh JOKA3aTENbCTB U ACHCTBH-
TEJIbHBIN POOEI B 3aKOHOJATENILCTBE.

KutroueBble c10Ba: 3aKOHHOCTbD; LIETOCTHOCTD JIAaHHBIX; TOCTYITHOCTh CEPBUCA; MHOYKECTBEH-
HOCTb IPUYMH; O€3/1eHCTBHE; FIEKTPOHHBIE JOKA3aTEIbCTBA; 3aKI0UEHUE SKCIIEPTa; WHANBUIYANlb-
Hasl OTBETCTBEHHOCTb.

Jama nocmynnenusa: 17 cenmabpsa 2026 e.
Jama npunamus é neuamsw: 28 cenmsaops 2026 e.
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